
2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

       
  

 
*, *, *, *, * 

*   
e-mail : shbaek@sor.snu.ac.kr 

 

A Study on Control-Flow Integrity Using Intel Processor Trace 
 

Se-Hyun Baek*, Ji-Won Seo*, Myong-Hoon Yang*, Jang-Seop Shin, Yun-Heung Paek 
*Dept. of Computer Science, Seoul National University 

 
        

             
  .           

        . 
 

1.  

       

       

      

    (code reuse attack)  

  .      

        

 (Control-Flow Integrity)    

  .    

       

(Control-Flow Graph)      

  [1].    

  Control-Flow Locking[2], CCFI[3]  

  .     

      

       

 ROPecker[4], Kbouncer[5]  .  

        

   .     

        

   (Intel Processor Trace)  

.     

        

  .     

      

. 
 

 
2.  

2.1.    

  [6]    

      

      . 

      

   (trace packet)   

 .     

      

  .     

      

     . 

 

 
<  1>       

 
 

  

PSB Packet Stream Boundary , 
    . 

     
  . 

TNT Taken Not-Taken ,   
    

 . 

TIP Target IP ,  , 
,     

  . 

FUP Flow Update ,  
     

 . 

 

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 289 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)



2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

2.2.    

  [1]     

      . 

       

 (Control-Flow Graph)      

        

 .      

 (fined-grained)    (coarse-

grained)  .     

     . ,  

       

 . 

 
3.   

3.1. PT-CFI 
PT-CFI[7]     (backward-edge) 

    .   

(binary)       

   (shadow stack)  .   

    .   

   (Packet Parsing), TIP    

(TIP Graph Matching),   (Deep Inspection), 

  (Syscall Hooking)   

. 

,      

  TIP   . 

      

(Training)      

.    TIP   

       

.       

     .  

      

  . 

 

3.2. FLOWGUARD 
FLOWGUARD[8]      

   .    

      

   .    

         

. 

,       

       

(ITC-CFG)  .  ITC-CFG  

        

    .   

       

 .      

     . 

       

      .  

   (source address)    

        

 .      

    . 

 

3.3. GRIFFIN 
GRIFFIN[9]       

        

.   ,  , 

(stateful)  .    

       

    .  

 -       

     . 

      

  . 

       

      

(coarse-grained policy page)    1 

 0     . 

   ,    

        

  .   

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 290 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)



2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

     (call)   

(return)    . 

 

4.  

      

       . 

PT-CFI   , TIP  ,  , 

       

. FLOWGUARD  ITC-CFG    

        

    .  

GRIFFIN       , 

 ,     . 

    SPECCPU 2006   

PT-CFI, FLOWGUARD, GRIFFIN  21%, 3.79%, 9.5%

  . 

      

        

    .   

      

        

    .    

      . 

 
5. ACKNOWLEDGEMENT 

    

 ICT  

  (IITP-2017-2015-0-00403), 2017

 ( )      

      (No.2016-0-

00078,   

)  2017    21 

    

 
 
 
 
 
 
 

 

[1] M. Abadi, M. Budiu, U. Erlingsson, and J. Ligatti. ´ 
Control-flow integrity. In 12th CCS, pages 340 353, 2005. 
 
[2] T. Bletsch, X. Jiang, and V. Freeh. Mitigating code-reuse 
attacks with control-flow locking. In Proceedings of the 27th 
Annual Computer Security Applications Conference, 

 353 362. ACM, 2011. 
 
[3] A. J. Mashtizadeh, A. Bittau, D. Boneh, and D. Mazières. 
CCFI: Cryptographically enforced control flow integrity. In 
Proceedings of the 22nd ACM SIGSAC Conference on 
Computer and 
941 951. ACM, 2015. 
 
[4] Y. Cheng, Z. Zhou, M. Yu, X. Ding, and R. H. Deng. 
ROPecker: A generic and practical approach for defending 
against ROP attack. In Proceedings of the 2014 Network and 
Distributed System Security 
2014. 
 
[5] V. Pappas, M. Polychronakis, and A. D. Keromytis. 
Transparent ROP exploit mitigation using indirect branch 
tracing. In Proceedings of the 22Nd USENIX Conference on 

 447 462, Berkeley, CA, USA, 2013. 
USENIX Association. 
 
[6] Intel 64 and IA-
manual. Volume 3 (3A, 3B, 3C & 3D): System Programming 
Guide, 2016. 
 
[7] Y. Gu, Q. Zhao, Y. Zhang, and Z. Lin. PT-CFI: 
Transparent backward-edge control flow violation detection 
using intel processor trace. In Proceedings of the 7th ACM 
Conference on Data and Application Security and Privacy 
(CODASPY). ACM, 2017. 
 
[8] Y. Liu, P. Shi, X. Wang, H. Chen, B. Zang, and H. Guan. 
Transparent and efficient cfi enforcement with intel 
Processor trace. In Proceedings of the 23rd IEEE Symposium 
on High Performance Computer Architecture (HPCA). IEEE, 
2017. 
 
[9] X. Ge, W. Cui, and T. Jaeger. Griffin: Guarding control 
flows using intel processor trace. In Proceedings of the 22nd 
ACM International Conference on Architectural Support for 
Programming Languages and Operating Systems, Apr. 2017. 
 

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 291 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)




