
2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

 
 

       
 

, , , * 
*   

 

A Study on Development of Code Reuse Attacks and Defenses 
 

Sunwoo Ahn, Younghan Lee, Inyoung Bang, Yunheung Paek* 
*Department of Electrical and Computer Engineering, Seoul National University. 

 
        

             
.          ,   
           .  
      ,        

    .       return into libc
 Data Oriented Programming (DOP)    ,     

    . 
 

1.  

       
       

.       
   .    

W^X (Write XOR Execute)    . W^X
       , 
,    ,   

      . 
W^X       

        
,       

     . 
      

     .  
      

  ,     
        

 .      
( )    ? .  

     , jump 
       . 

       
 ,       . 

      
   .     

        
  .      

  return into libc    
   . 

 
(  1 )      

2.     

    (4~5)   
      

   .    
   . 
    reverse-engineering 

   
      

 ( ,    
   .) 

     
      

      . 
1)    . 
2)       

    . 
3)        

  2)    . 
4)  . 

      

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 275 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)



2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

 
 

  .     
   . 
 

2.1. Return Into Libc 
Return into libc     
   .[1]     
      

. ,       
       
  , return into libc  C 

 libc    . 
Libc        

, system  execve     
   .   
       , 

libc       
   ,   
 .      

libc      ,  
    . 

 return into libc   . 
,   libc      
 . Libc  return into libc  
   , system     

      
.       
    .   
      , 

return into libc    . 
 

2.2.    
Return into libc     

      
 .       

 .      
     return  , return

      
   .[2] 

        
   .    

    ,   
return    .    

      
  .      
    return  ,  

        
   .     
 return       
      

return   .    
       

   . 
      
 shadow stack . Shadow stack  return  

   return    
.       

 ,     shadow stack  
.  return       

shadow stack       
  return   .  

    shadow stack   
   return    shadow 

stack   .[3] 
2.3. Jump   

Return      
,       

 ?     . 
  return   jump  

,      
 .      
  , jump   

.[4] 
       

     return   
      

  , jump    
.       

       
 ,    . 

     .  
Intel x86  pop %eax; jmp *%eax    

    jump   . 
 ARM  pop-jump    

, Update-Load-Branch(ULB)  , 
  update ,  branch  

 load  , load   branch   
 . 

Jump       
  .      

   ,    
 jump     .  

      
  update   

       
.   ,  jump , 

   4  (update), 
    load , load  
  jump  ,    
 jump   .     

      
. 

Jump     branch 
regulation  . Branch regulation   

      
. Jump    jump 
      branch 

regulation    .    
    . 

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 276 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)



2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

 
 

1)  function     
2)  function  entry point     
3)    call   return 

address     
      

     , indirect jump
       , 
       

.      
      

 . Direct jump    
       .[5] 
 

2.4. Just In Time (JIT)    
Branch regulation  jump   

   .    
       

 .        
        

  .  branch regulation   
    .[6] 
        

     .   
  , ,      
      

      .  
      

    .  
     , Jump  

       
   .[7] 

     ,  
         

   ,      
.[8] ,      

       
.      

       
    .  
     ,  

      
  .     
        
     .   

       
 JIT   .[9] 

JIT      
Readactor  Shuffler  . Readactor    

      
 ,       

.       
      

   ,    
        

      
    .   
      
        

      
      

.[10] 
Shuffler       

      , 
    .   
        

  . Shuffler   
     

       
  .[11] 
 

2.5.     
      , 

     ,  jump 
  .    

    C++    
   .    
   ,    

    .   
   C++     

.   Readactor     
      

  .[12] 
       

  .      
      

   .    
        

. 
       

 . 
1)      

    . 
2)    . 
3)    1    

 2      
 . 

4)  . 
  1)     

       
   .    3)  
        

    . 
       

    . 
       

   . 
       

   . 

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 277 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)



2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)

 
 

 
 

      
    shadow 

stack  . 
       

Readactor   Readactor++  . 
Readactor++  readactor     

, ,       
  . Readactor++   

     (rvtable)  
   (xvtable)   . 

Readactor    rvtable   
     .[13] 
 

2.6.    
       
     . 

       
 ,    

       
 .[14]     10  
  5   ,   

      . 
      
  .   

       
   . 

 
3.  

       
   .    

,    .   
        

.      state-
of-the-art     . 

       
        

 .    
     . 
 

4. ACKNOWLEDGEMENT 

  2017  21  
  2017  ( )  
  , 2017  (
)    

(No.2016-0-00078,     
     )  2017  

( )   
     (2015-0-00573,
        

 HW/SW  )   
 ICT

   (IITP-2017-2015-0-00403). 
 

 

[1] Solar Designer. Getting around non-executable stack (and 
fix). http://seclists.org/bugtraq/1997/Aug/63 

[2] S. Krahmer. x86-64 buffer overflow exploits and the 
borrowed code chunks exploitation technique, Sept. 2005. 
http://www.suse.de/~krahmer/no-nx.pdf. 
[3] Vendicator. Stack Shield: A "stack smashing" technique 

protection tool for Linux. 
http://www.angelfire.com/sk/stackshield. 

[4] S. Checkoway, L. Davi, A. Dmitrienko, A.-R. Sadeghi, H. 
Shacham, and M. Winandy. Return-oriented 
programming without returns. In 17th ACM CCS, 2010. 

[5] M. Kayaalp, M. Ozsoy, N. Abu-Ghazaleh, and D. 
Ponomarev. Branch regulation: Low overhead mitigation 
of code reuse attacks. In Proceedings of ISCA, 2012. 

[6] M. Kayaalp, T. Schmitt, J. Nomani, D. Ponomarev, and N. 
-based 

International Symposium on High Performance 
Computer Architecture (HPCA), vol. 0, pp. 258 269, 
2013. 

[7] K. Z. Snow, F. Monrose, L. Davi, A. Dmitrienko, C. 
Liebchen, and A.-R. Sadeghi. Just-in-time code reuse: On 
the effectiveness of fine-grained address space layout 
randomization. In the 34th IEEE Symposium on Security 
and Privacy, 2013. 

[8] PaX Team. Address Space Layout Randomization 
(ASLR). http://pax.grsecurity.net/docs/aslr.txt. 

[9] Snow, Kevin Z., et al. "Just-in-time code reuse: On the 
effectiveness of fine-grained address space layout 
randomization." Security and Privacy (SP), 2013 IEEE 
Symposium on. IEEE, 2013. 

[10] S. Crane, C. Liebchen, A. Homescu, L. Davi, P. Larsen, 
A.-R. Sadeghi, S. Brunthaler, and M. Franz. Readactor: 
Practical code randomization resilient to memory 
disclosure. In IEEE Symposium on Security and Privacy, 
2015. 

[11] D. Williams-King, G. Gobieski, K. Williams-King, J. P. 
Blake, X. Yuan, P. Colp, M. Zheng, V. P. Kemerlis, J. 

continuous code re-  
[12] F. Schuster, T. Tendyck, C. Liebchen, L. Davi, A.-R. 

Sadeghi, and T. Holz. Counterfeit object-oriented 
programming: On the difficulty of preventing code reuse 
attacks in C++ applications. In 36th IEEE Symposium on 
Security and Privacy, S&P, 2015. 

[13] S. Crane, S. Volckaert, F. Schuster, C. Liebchen, P. 
Larsen, L. Davi, A.-R. Sadeghi, T. Holz, B. D. Sutter, and 

P: Table randomization and 
protection against function reuse attacks. In ACM 
SIGSAC Conference on Computer and Communications 
Security, CCS, 2015. 

[14] H. Hu, S. Shinde, S. Adrian, Z. L. Chua, P. Saxena, and 
Z. Liang. Data-oriented programming: On the 
effectiveness of non-control data attacks. In IEEE S&P, 
2016. 

2017년 춘계학술발표대회 논문집 제24권 제2호(2017. 11)

- 278 -

2017년 추계학술발표대회 논문집 제24권 제2호 (2017. 11)




