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II. AR. Drone 2.0

213 dPke <27 170l Bol= ParrotAte] ‘AR. Drone 2.0 Elite
Edition’ o[t} 2wlEEr}e] Wi-Fi (1A 53l 2531 o,
HD 7} F2o] glo] uig) & AR 3l Fd #de] 7Fssict
ARk JPEG Sl APdo] =i, 94 233t USB Ze] =2l
Be B8 F FFo] At

a2l 1, ParrotAle]

‘AR. Drone 20
o] Aol M= ‘aircrack-ng’, ‘netdiscover’, ‘nmap’ 5] 37

Eo] AR} il o]frollA] Age] HelE flal tiekst i
Eo| Y=ol 9= Kali Linux OS(ver.2016.02)2 A-8-3ic).

S Al A T3 =t AvpEEe] JES S 5 Sirk

[

SIEfHo] =5 o83l Wi-Fix Id¥ =2¢] MAC addresse} A
ARE ol 4= grtk 28]l AdEH|o]2~9} MAC address, AI'd
ARE o83t 3T =24 Ao = LrtEZe] MAC
address7HA &= dold F 9t =29 MAC addresse} ¢32=
2ulEZe] MAC address, 18|11 A}8-5l= olE|Ho]~ He- <
AoH =83 AnlEE Aolo] AL siAlshs HEe Y
Ak HHE Ytk Sl wet gk wink Bol A F40] el

= 50 A o] WhsIES & 4 gk

=
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2, telnets S8t ¥ ¥

Wi-Fi 4% 53] =29 telnetol]l H&3 = k. telneto]
sl =2 Uil Add slEs B Zelskar Agd &
IF ‘bin’ HHE 2] Uil APt sh? ¢l sHdES oI
T Skt o] FIE0] =Rl 54 RS Weks STHE 9jdEe]
ok o] IjdE Aajebd =2o] 11 e ek Fxke e
Hrt
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3. fip MHE S8t o Hx

fips s}ole] 52 Behs ZREZOI). o] fip Aulel 1453}
715k 3PH =2 APgEe] = B vivle] SRIES &
gke wl ohje} shel theme 9 vl skl washe 2
7Fs3lc)

elF A FAd= ‘aircrack-ng’ER= Eo] AREUCH
‘aircrack-ng’= - #Mol] th$t crack¥} analysisE A|Ush= B2

‘aircrack-ng’, ‘airmon-ng’, ‘aireplay-ng’ 52 ¥3}3l}

: 9
no wireless extensions.

IEEE 802.11abgn Mode:Monitor Frequency:2.457 GHz Tx-Power=0 dBm
Retry short limit:7 RTS thr:off Fragment thr:off
Power Management:on

no wireless extensions.

T2l 2. Monitor 2E9| OIE{H|0|A F7}

79:F2:41:AB wlanmon
on channel 1
[86]54 ACKs]
8] 8 ACKs]
8] 8 ACKs]
8] 8 ACKs]
8] 8 ACKs]
8]21 ACKs]
3] @ ACKs]
8] 8 ACKs]
8]48 ACKs]
8] @ ACKs]
8] 8 ACKs]
9]11 ACKs]

Sending 64 directed DeAuth. §
Sending 64 directed DeAuth.
Sending 64 directed DeAuth
Sending 64 directed DeAuth.
Sending 64 directed DeAuth. S

Sending 64 directed DeAuth.
Sending 64 directed DeAuth
Sending 64 directed DeAuth.
Sending 64 directed DeAuth. S
12:2 Sending 64 directed DeAuth.
12:20:25 Sending 64 directed DeAuth.

ERIBAL 3 dEFol=E ARtk HEs Witk ‘ad
2’27 Monitor ®=9] QIEjHjo]27} F71e Zhs &R1E = ISk
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LS Gohdl ¥, =20 AH 2nEZS] MAC address7HA|
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BE dEiF= Eolil, ‘nmap’ UESF] ofH XEV}
C 2}—&%] 270517] 9Jgk Solct.

pairing_setup.sh
parallel-stream.sh

updateEphemeris.sh
usleep

parrotauthdaemon vi

pldof watch

ping wifi_setup.sh
program.elf zcat
program.elf.respawner.sh

fsck_msdos
adbserver

T2l 4, telnet Tl 5=

|- le etup.sh

support/platformscripts/plat_parrot-omap-sdio.sh
-omap-sdio/image
1rmwme/|w~t .output/parrot-omap-sdio/image/ar6000.ko': File exists
dARBK
t llne 326: Illegal number: -1

ing pall(y SCHED_RR
urrent scheduling priority: 25
scheduling policy: SCHED RR
eduling priority: 25
heduling policy: SCHED_RR

ent scheduling priority: 24
scheduling policy: SCHED RR
eduling priority: 24
[55ID=ardrone2 845130

02l 5,

=

tolr

‘wifi_setup s’ AlSH

telnetol] H<:3)17] 8l ‘netdiscover’ S ARE3] GAE =29]
IP addressZ Z3|Jc}. o]%, ‘nmap’S A}&3l 3 IP addressol]
219 EE(fip)o} 23 ZE(telnety’} Fei3le 74& @I 3!
o} 330 =22] IP addressZ ©]-83) telnetol] H<&3)aL “Is’
wEoR =2 Ui BdEs 23tk bin' e ] Uil
‘7 49} o] AL “sh'l BhdEe] T, o] TiEe]
R0 54 HHS FH6l=S she 23HE sjdoft) o] 3ls
% ‘wifi_setup.sh’E 2egsla}; 19 59} 22 W8-S she] &=}
A ZntEES} =20 o] A=tk

3. ftp MHE SEt m M=

fip Aol % —ﬂ":OF— W g8} “netdiscover’®} ‘nmap’S- AR
IP addresse} & 3z Z3]5) Fo ek

successful
ry listing
20 160 Dec 1 2016 boxes

1 00:00 police-notice.html.gz

- r-- 10 48186 Jan
226 Operation successful

ftp> cd boxes

250 Operation successful
ftp> 1s

200 Operation s

150 Directory

226 Operation ﬁurcpssful
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2514 ko Ao uly Bl kL opr|at 2= gl
WA

NAP(Network Access Protection) == NAC(Network Access
Control) &7 F=3ljo} stk o] ASL Salol)lE 2w} Ae]
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