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Il. Related works

1. FIDO
FIDO: Fast Identity Online®] ¢k} A&, ZA|, <k
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Fig. 1. FIDO Architecture
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lll. The Proposed Scheme
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Table 1, Authentication information used for user identification
per input device
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Table 2, The number of successful authentication attempts for
each user information

HaiaiA Hgixip S
A9| MH 31/40 7/40 12/40
Bo| ME 6/40 36/40 11/40
Co| & 10/40 13/40 30/40
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Table 3, Experimental results using authentication information
of experimenter A

HiniA HainB aixic
13| 91.3% 26.09% 4.356%
23| 100% 26.09% 17.39%
33| 82.61% 27.74% 34.74%
43| 82.61% 30.43% 13.04%
53| 86.96% 21.74% 21.74%

Table 4, Experimental results using authentication information
of experimenter B

KA HEHAIB EERY
13| 39.13% 56.62% 30.43%
23| 39,13% 78.26% 39.13%
33| 34.78% 82.61% 34.78%
43| 26.09% 73.91% 43.78%
53| 43.48% 82.61% 43.48%

Table 5, Experimental results using authentication information
of experimenter C

AERIA HEixiB HERC

13 17.34% 47 83% 78.26%

23| 21.74% 43,48% 69.57%

33| 21.74% 43,48% 82.61%

43| 26.06% 39.13% 86.96%

53| 21.74% 39.13% 65.22%
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IV. Conclusions
B =2l nles, 7IEE, BXSIES o83t fg] 7k IF

P25 AABIL o] Walg AAAR] AMEAL 5 A8 2 5
A A8 Bl Zizte] Bl 2=t ARgh WAl B

URJeh= ARl UR[EIA] S AMEARE FFSiEkAl Tl
H g QUSitk wieba] 2 =itellk] AN 9] Z1RE Q15 Wh2o]
AMEAL e 27 E F keS Both R npexe] e
Zkzke] 78 ewict M} o EAetSaL BlxEhaS] B9 @ kE
0] 25% =R Tha: =2 g Btk olol| we} Zizhe] whals
d=2 02 AMSP ol tha et Qlov, mheie T|HEe)
Agele] nlg2r) Hol= AR S Helslal, BIxshHe] e AMg-
2L gEdloleldl] gl £ B3l ol A7Is sHAdS Belkdd
T e Wbl UeA| ZARste] A8 4 ok SEs] et
el BHEHE 7S 7 ks Aok AThEch oo} thEe]
7|2 BHA o2 Uz SVM(Support Vector Machine)oL}
HMM(Hidden Markov Model)Z:-e da1el5s =3ste] 2-¢35hd
o 2 295 AE F U5 2ol ddE.

s

i

216

Acknowledgment

This research was supported by the MISP(Ministry of
Science, ICT & Future Planning), Korea, under the
National Program for Excellence in

SW) (R7115-16-1007)
[ITP(Institute  for
Technology Promotion)

supervised by the

Information & communications

References

[1] Soohyung Kim (2016). FIDO based PinTech authe
ntication technology. The Jounal of The Koran In
stitute of Communioation Soienes, 33(2), 59-65.

[2] Seung-Hyun Kim, Jong-Hyuk Roh, Sung-Hoon Le
e, Jin-Man Cho, Soohyung Kim, Seunghun Jin (20
16). A trends of Fintech's security technology. C
oomunications of the Korean Institute of Informati
on Scientists and Engineers, 34(4), 20-24.

[3] Soohyung Kim, YeongSub Cho, DaeSeon Choi (20
15). FinTech Era: Needs for the innovation of us
er authentication technology. Coomunications of t
he Korean Institute of Information Scientists and
Engineers, 33(5), 17-22.



