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[l The Proposed Scheme

1, Attack Scenario of IAT Hooking

T2 e 2] o]To) Mg 2l glo|uz] ude Aelst
I TIRE TATE ARESIe] 2lo|RezlE JXES) F2A1E o4
F=E B3] ZEAR UIF IAT] T3k WA= o
o 22O kL #45 3|9ehkes 3lo] 7hssith

pi E’FEO{V‘L_ T—A "=
£ 958 T8 0 e R 7 ARIR: B ZRRle
E510] Bl Zesle] $elE BHE Bl Teagle a9

29} 70| Testexe TUEE 7HAIL Z2A- IDE E26le 229
oln, Zeel= ZaAx IDE Z2Ale] ARE dejslnt A1)
= T BAE Sfte] AN B8shkes AgHolck

207



rok
HI
o
=L
m
02
Hr
1o
Toi
ol
X
1ok
>
A
ton
ri
Ho
lita]
>
~
[4)]
rH
B
foh
S
e
_\l

Fig. 1. Malware Trend in Recent 10
Years

PID(Before Hooking?
- FEFFFFFF

PID{After Hooking>
: EEEEFFFF

Fig. 2. Execution Result of
Target Program
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Test.exe[15692] Hooking Finished!

Fig. 82, Execution Result of Rootkit Sample Program

FPID{Before Hooking>
: fEEfEFES

PID<After Hooking?
: 87654321

Fig. 83, IAT Hooking Result

2, Countermeasure for detecting IAT Hooking
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Detect Result
[Loaded Library : KERNEL32.dll

ftitie00] : 7019765
ion : 75

61420
sid : 75361118

[Da02]GetCurrentProces:

Fig. 84, Experiment Result of IAT Detection

[Il. Conclusions
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