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2.       

KDD(Knowledge Discovery in Database) CUP 1999 
DataSet      

      
 [1]. MIT  Lincoln Lab   
        9

       
   41    

 .    24   
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   , TCP  
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  DoS(Denial of Service), R2U(Root to User), 
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< 1> KDD 99      

Attack Type Attacks #num of attacks 

DoS smurf, neptune, back, teardrop, 
pod, land 391,458 

R2L 
warezclient, guess_passwd, 

warezmaster, imap, ftp_write, 
multihop, phf, spy 

1,126 

U2R buffer_overflow, rootkit, 
loadmodule, perl 52 

Probing satan, ipsweep, portsweep, nmap 4,107 
 

3.    

3.1   
      

     
       

     .   
  Feature Selection   

      feature   
   .  

 , 41  feature  
     4   

     ,    
     . < 2>   

    ,  
        

 . 

< 2>      [4] 

No Name Attack DoS Probe R2L U2R 
1 duration    O  
2 protocol_type      
3 service O   O O 
4 flag   O   
5 src_bytes O O O O O 
6 dst_bytes O O  O O 
7 land  O    
8 wrong_fragment  O    
9 urgent      
10 hot    O  
11 num_failed_logins    O  
12 logged_in O     
13 num_compromised      
14 root_shell     O 
15 su_attempted      
16 num_root     O 
17 num_file_creations      
18 num_shells      
19 num_access_files      
20 outbound_cmds      
21 is_hot_login     O 
22 is_guest_login    O  
23 count O   O  
24 srv_count O    O 
25 serror_rate O     
26 srv_serror_rate O     
27 rerror_rate   O   
28 srv_error_rate   O   
29 same_srv_rate      
30 diff_srv_rate  O O   
31 srv_diff_host_rate O     
32 dst_host_count O     
33 dst_host_srv_count O     
34 dst_host_same_srv_rate      
35 dst_host_diff_srv_rate O     
36 dst_host_same_src_port_rate  O O  O 
37 dst_host_srv_diff_host_rate   O   
38 dst_host_serror_rate      

39 dst_host_srv_serror_rate  O  O  
40 dst_host_error_rate   O   
41 dst_host_srv_rerror_rate   O   

 
< 2>        

  ,    7~9  
   ,    

       
  [4].  

 

3.2     
K   , 4,898,431  

      
93%  .   88%   

 ,      
       

   .     
  ,  

       
      

     [2]. 
,       

     , 
    DoS   

    ,   
  U2R, R2L  ,   
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 NSL-KDD    
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(  1) KDD 99  NSL-KDD    

3.3      
      

       
    .   

 5      
      

2017년 춘계학술발표대회 논문집 제24권 제1호(2017. 4)

- 344 -



 
 

 

   10%    
 .  ,   

       
        
. Gharibian  Ghorbani[5]   , 
       

  , Gaussian  Maive Bayes  
      

, Decision Tree  Random Forest    
 [5, 6].  

< 3>      [5] 

Algorithm Subset DoS Prob R2L U2R Normal Attack 

Gaussian 80% 20% 0.967 0.866 0.135 0.461 
88% 12% 0.828 0.844 0.135 0.457 

Naive Bayes 80% 20% 0.791 0.805 0.097 0.766 
88% 12% 0.791 0.866 0.097 0.761 

Decision 
Tree 

80% 20% 0.887 0.681 0.054 0.171 
88% 12% 0,509 0.678 0.05 0.17 

Random 
Forest 

80% 20% 0.827 0.718 0.033 0.183 
88% 12% 0.512 0.712 0.037 0,174 

 
 

3.4      
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p = 1  (1  1 / Wavg)n-1           ( 1) 
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