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ABSTRACT

Recently, IoT has been supported by ICT technology with a variety of ICT powers. In May
2014, Information and Communication Strategy Committee announced the ‘Basic plan for Internet
of Things’. Also on Febuary 24 this SAME year, KISA(Korea Internet&Security Agency) provides
many projects related to IoT, such as announcement of ‘K-Global Project’ for start-up and
venture support related to IoT and ICT companies. In contrast to the various services of Internet
of Things, when a connection is made between object-to-object or person-to-object wired and
wireless networks, security threats have occurred in the process of communication. We analyzed
these kinds of security threats related to Internet of things, and gave a consideration for
requirement.

7=

AFERIEY, T4, 2ol ¥, 2ol a7, felFEH

.M B o] o]Fo] Hyo=z AYIPOH [4] Ax=
(Cisco)= 200l 259 we] AgE3 3709 7Y

HE PART YT 0T 6L YR AL oye] el @A, 308 5008 Al o4
o] AMZ ol #AE =W AEYAZTE 9] AFE-0| ZAAEH= IoE(Internet of
HoZ 4% e AAeZ A7t hsst Everything, THEQEY)Z 5T AL R o=}

Qg 5] olek Zol dFd ARESE tUd 2
7 HY YEYA 7ES 7o BdEEE ol

- 491 -



St HBELISHS| 2017 EASEEIEUE
HUE YEAD J1eE P §AY &g PTmmmm—

ol e

G R z7}ﬂj At o]
’é*&‘%OﬂHE 2 A2 AAAA AR ¢
7 Selx B3 fide) B AW e w
ohiet Argel ARHThEY AR fE
e A, s g3 3l
log weolth W&sA A2 =
b A7) ‘:'“gﬁh"l A=, ol AL Aol
dolgt 7|WA, AN, GEAHS E3
L°ﬂ 4= sh= ZQlE ol ve ZEEF
4, SNR(Signal to Noise Ratio), DoS(Denial of
Service), DDoS(Distributed DoS) 5= %3t =
£ EAIF e 53X ¥Ao] o]Fo|Aa Utk

olFE B #AS e IoT, AT o]2 <
3l ZAZE HE IoT Bk ol siZdsty] Al
o ALEQIEUleY] FAZE He AA, ZIAIS} ol&
< QA F= HvEAZ Zled #dst] FE89
FHE= Kol 7l&o Y B A Lo Hl=A FE
AT B =g HE ARJIE Y O Tht
@ aleh o) me AERlEve] ASr 3 ol
AAss) gg wzsh L UA Perel Sl
o chEaA Bk [6].

RS

1
4
=2

>\I

rhu

Lo

%
Q‘io\ﬂ_o‘ﬂtl

£ Ko X % 0N 030

-

5‘.:[111

Il At=elEdllef 7Hd

AFEQIE{ o] & MIT Auto-ID Center A H AU
Kevin Ashton®] 199913 AM&EQIE|Ule] thatk 7ld
g golE AHF AL ARSI AFEATH
[7]. °]& 20054 ITUS] “the Internet of Things”
e BIAE T oledt FHI] AFEetgom
2008 =2 719l Cisco, Qualcomm, Intel
FAA AEUEUS F ololHoE A|ASH
A BAS A HAS AEJEYS AMES
AHE(Object to Object) & A} A& (Personal
to Object)Z+e] A4S T3t Td3 AH|=E

acias M2M(Machine to  Machine)¥}
IoE(Internet of Everything)¥ H|%g 7|&o|Th
°]F IoE¢te dAH= MA(AE)Y BT b=

o M2Mo] B9-dl &, AEAE T oE Al
dol tido] HAuA ArEAE Ul 7“ T4 o9&
IT 7]<(Mobile, Cloud, BigData, Al %)& A&
sto] TheFd A 29 9 MulxE AlFstal
o ol 2MEAE T AAEY 2= A Al
2H, A LGAAe] & IoT tHke]Z, Google

o] AgFAAEA 5 FUET oT 71%o] /2y
TSl olEE AE RS erd Wl Al
A HAT e A ANHD Ak ©lF 2
A 2L 34, MEND T4, 2zEd 04
27, 453 24 U A2 unA Bed 3%
oA Zzte] BRI oW zle] QA Lol
=2 34

291 e B Ao AxE o EelAeld

(SamsungHealth)
. AlEelE{ulel F kN
27| Al Tl To] AFERIE WA HFH &
As HAZ UHA Hed A4 W HAE &
F7F Aok skAT o] HeR divkere T F
Ee B4 Aol F4ste EAE oF] /\12_“3}.
1. 993 34
B3 34 2 agE An 2e AL A

(2) RF 7H4: RFIDO AH&5 & %’—i Fykr Al

ol e AEE AFsh] R

3l /2bAd gt

(3) WSN =& Aj7: RF A3 Hlszsts 54
AA o] W& Fote] IoT AHl29 FE&

(4) S wE A AZzEe] T A olgel i
Apolol by wE=F ARY/AuAS] wlole

z &4 ToT UEYZ FHAE S 37
ANA ToT A2EE E2H dFEs XY

S AHEAHE Al AR F
sl Rel 4 Yy E FHUG
s A% Apolol of
Rate] wEF £

H]E —
LﬂE%a AL 7
N BT o
A& 3t Wolth
(1) EfY £4: RFID B4 & 2A3=
HE ot FA A-&-3
(2) RFID 23%3: RFID
(Spoofing)ste] HlolE] HAFE

HA o A (=S A Aol
Abolel HeF S ol &3t T

do]

NEE 2

g3 7=t

1)

Ll o

F gA4e A 229 3 sl Axg 92
AL dx



(3) RFID 2A: A% tj4te] RFID © 1ol A
tlolel & EAlste] RFID Bl 1E HA gt

(4) RFID F% dA|2: RFIDE IS WU S
of HAsA el ARt wolE 971/534/4
A7} 7bssiTh

(5) A =ZZ: WSN(Wireless Sensor Network) =
oA I S wEo] HolH JEAS 3
sta U EL A Anlx 7 RS "o

(6) Man in Middle Attack: A|gtE ] o]E <]
A2k a T AN wEZ Aol £ 2 A
o .

(7) A¥l2 AF(DoS: Denial of Service): Th&
o] EdF HelHE &8 loT WEYAE E3HF
g2 RhEnh

(8 TE FR T 2FF L T AYAY
AH FHoE 98 HARE WA/AY A ¥
8 Fx& A EYY WAA 9 2 FH,
HEHNI BE Fo| 7135t

9) A FA: == Ade FAII o]
g 7MAHste 9Y xZolth o]l WSN =&V}
ARE HJRE WolEo|EE FE3T)

[rargetsii
art JAll connected devices

[AIl connected devices

[Black hole ttacker bein:

[Cink [Spoofing

[Eavesdropping |-
[DoS — Cotlision |-

oS —
[Exhaustion

Replay [Replay protection [Multihop wireless
[protection att. Inetworks

a2 JHY AF

il
R )
i)
it
2
olo
N
)
<

3. 2ZEYY F4

EE Ak Alx"le] Hk FHekHe Fa A
oty ERZol&u}, §, Hiolg 2, ~Folgo] T&
53l R =8 2 HolH MxE 539
22 AR} 10T AA ol & 71X+ Alz="elth

(1 =4 FAPhishing attack): ol Lo} <
ALl EE T3t ARER A S ~FH3ste 7D
glo] B ol HA| 27T

(2) o3 wpoly 2 wpolE 2, @, EFo|En],
2-gtolglof, Welo] T ot AZESJOE Al2H
of ZAAA bt EAE ofr|AZIT

(3 o4 2agE: AU AZH AES
o]& Aloldte= AHEAE AF 73 Active-X
2~AYEE &£o HA A" FE EE deolH

H—= O AL AT

Exho] TSt Ao

(4) Dos: §8A5S F3l9 DosE A& 9 &
2wzt HEYITY BE AMSAINA FFS
ZA "} ol AN JM53 AHEAE (T

T A "o

4. &3} F4(Encryption attacks)

dzst AAE AdtstE Ao 71¥ she [oT
A z=glo] Ao FAsA Hrt

D Atel= Ad 34 d53t X9 ERFV|<
(Btol®, MY, 27 % Ay E)E AHgsho
@53} 7] Ao 7153ttt

2 ¢35 3= g dEE = I H2E
A2FE AAZ d5st AAE futsled AMEE =
¢s3 715 e Aotk
(3) Main in the Middle Attack: ¥ AF&#-e] X
T4 Ad AR A FBA 3 A FOARE

?_]__
AE AAANANA Hed AYAE T AEA
7 WEE BE SFYstel BHE ok F AEA
LA REAR YAZ T AP FRIE
A=/dssF 5 YA Ak (9]

V. F o g g

o8 AFEQIE Y Hbo| H3}
Aol 9low meke] whe EE
FTUAE B35S A 2

F5< sn Jed v, 48 SolA

o
N

Lo |
Lo
E
ftlo
4
ot
ob
fr
ojf
>
il
o
v}
P

TTAAE 119 129%5 FPARS)
= AREJHY 123 5d AET & F
o3 X E AASAT A= v
oA AFERJIEY #™E Bkl #st
J2.0 AFERQIEY FEEJILE & IR
StATh =3 s EESE o]F1 A UixE
2l el ®E ARl [ETFel4d CoAP, DICE
WGEF7]|&, ACE WG & 7|& B¢ 5 U
3 B2 AASIG e ITU-TA A AFEQJIEU
ATFHHSG20)N A EE3HE sta o ISO/EC
T dAA FoE o JTCle AHste &9
st ol AFEQIEHY Y IF(WG100] HAHH
of EEstE st Utk [111. OCF(Open
Connectivity Foundation)oll 4] &= IoTivity2l= Open
source ProjectE H3le] T4~ 7wt Jiwr
AH}ES RFOE AYste 5L 70 [12]
V.Z& B
olA Y ThFd AEJAE ALY
ofst o|Z I3t WAste B2 EAIFo]
AstAl g IETF, ITU, ISO/IEC 5 ThoF3 3
713FE AZEte] Cisco #2 2249 o]
EE 9 HAH B AE Fsta Yk =25
T7H 25 B duided g &
e e mgdzRs R 5 oo
< 7K AERlEY ®E3 2 Vs
AL A7 A8 =¥t AR A

— 493 -



SIEEHEAISHS| 2017 EASEEHENE

=UE U #E3 A4S 7HAA Ao & A

olt.
ACKNOWLEDGMENTS

This research was supported by Basic Science
Research  Program  through the National
Re-search Foundation of Korea (NRF) funded
by the Ministry of Education, Science and
Technology (Number: 2015R1D1A09061435)

1] cl&e, 5%, ¥sbd 9 9
=2 ZAE, “ToT ¥ = F8 |, pp3,
2014.12.

2] A8, A, “AEdEd B 71E
-7, pp.1, 2014.10.04.

[B] A3, “AHEdEd Beke A% 2ETle
58, pp.40, 2014.09.

[4] KISA, “AHEIEYl B A 537, pp3,
2014 Vol5.

[5] °1&E, T3, Wstd 9 99, FEFAV
=2 EAEH, “loT d% 2 F
2014.12.

[6] £43t, AXY, BAHE, =8 FAFAUY
Ae gl ool 2016.02.

[71 ®i7de, A7, “AHEAdEY(IoT) &3
Heke] s thel WS}, pp.45-46, 2016 Vol.14.

[8] A3, “AHEJEHY Beks A% 2Erle
B8, pp.41(1¥.2), 2014.09.

[9] Toannis Andrea, Chrysostomos
Chrysostomou, George Hadjichristofi, “Internet
of  Things: Security = Vulnerabilities  and
Challenges”, pp.4-5, 2015.07.06.

[10] KISA, “AHERIEUl HSE AFH 537,

.15, 2014 Volb5.
pp[lll ], ArEJdEU Be A% E2E7)
& B9, pp.42-44, 2014.09.

[12] °o1F3}, AEE, “A=UdEd 71so] =A
=3 5%, pp.1-2, 2016.

f

- 494 -





