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ABSTRACT

In the past, People thought that software security was not important. but Skills of attacking software has
growing up in fast, software crack fall down software industry growth and profit of copyright holder was
declined. So I propose software crack prevention for changing PE Format. Hackers can analyze program in
static. As we change the PE format, we can prevent static analysis. As I insert anti - debugging code the exe
file, the program is protected from dynamic analysis.
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pFile Raw Data Value
00000400 55 8B EC 83 EC 48 A104 30 40 00 33 C5 89 45 FC U. .. .H..0@.3
00000410 53 56 8B 75 08 6A 00 C7 45 CO 00 00 00 00 C7 45 SV.u.j..E
00000420 C4 00 00 00 00 FF 15 00 20 40 00 68 00 7F 00 00 @n
00000430 6A 00 89 45 D4 FF 15 48 20 40 00 68 00 7F 00 00 j. .E...H @h
00000440 A 00 89 45 DO FF 15 60 20 40 00 89 45 CC8D 45 . .E...° @
00000450 B8 50 89 75 C8 C7 45BC 10 11 40 00 C7 450C 28 _P.u. E.. @ -E.(
00000460 21 40 00 C7 45 DB 00 00 00 00 C7 45 B8 03 00 00 !@. .E 3
00000470 00 FF 15 50 20 40 00 GA 00 56 6A 00 6A 00 68 00 .. .P @ j.Vj.j.h
00000480 00 00 80 63 00 00 00 80 63 00 00 00 80 63 00 00 . .h.. _h.. . .k
00000490 00 80 68 00 00 CF 00 68 28 21 40 00 68 28 21 40 . .h
000004A0 00 6A 00 FF 15 58 20 40 00 FF 75 14 50 FF 15 4C X
00000480 20 40 00 88 1D 40 20 40 00 8D 45 EO 6A 00 6A 00 @...@ @ -E.j.]
000004C0 GA 00 50 FF D3 85 CO 74 2A 88 35 5C 20 40 00 57 | _P..__t*.5\ @W
000004D0 8B 3D 44 20 40 00 8D 45 EO 50 FF D6 8D 45 EQ 50 .=D @. .E.P...E.P
0000040 FF D7 6A 00 6A 00 GA 00 8D 45 E0 50 FF D3 85C0 . | j.j. E.P
000004F0 75 E4 5F 88 4D FC 8B 45 EB 33 CDSESBEB 33 00 u._ M. .E.3.°[3
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