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Input : A={agy -, ay agdyw
B ={b.y, =, by, bo}w
N={ng_y, =, ny, nolw
R =2k
w=2w
n'= —nytmod W
Output : Z ={z_y, =+, 7y, Zo}w
= ABR'mod N
1: Z=0;, u=0;S=0;
2: fori=0tos—1do
3: S =1zy+aby
4: C,=S/W; zy =S mod W;
5: x; = zyn' mod W;
6: S =2z,+xng
7: C,=S/W; zy=Smod W;
8: forj=1tos—1do
9: S=zj+ab;+C,;
10: C,=S/W; zy=Smod W;
11: S=z;+xn+Cy
12: C,=S/W; zy =S mod W;
13: end for
14: S=C,+Cy+u;
15: u=S/W; zy =S mod W;

16: end for
17: ifZ>NthenZ=Z7Z-N;

Fig. 1 Word-based Montgomery multiplication algorithm
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MM (Montgomery Multiplication)

Mapping : MM(A,R?) =AXR:2X R*= AR mod N
Mapping : MM(B,R?) =B X R2XR'=BRmodN
Multiplication: MM (AR, BR) = AR X BR X R"1 = ABR mod N
re-mapping: MM(ABR,1) = ABRX1XR'=ABmodN

Fig. 2 Mapping and re-mapping process for Montgomery
modular multiplication
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Fig. 3 (a) Overall architecture and (b) timing diagram of the
RSA-2048 processor
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Fig. 4 RTL simulation result of RSA-2048 processor
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