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ABSTRACT

Recently internal confidential file leakage of industry is substantially increasing, which results in serious
damage to enterprises. Most of these outbreaks are caused by internal employees. In this paper, we proposed
and implemented a signature insertion scheme for defining confidential file in order to detect the outflow of
internal confidential files with various file formats.

7=
Hlolel f+5 AL AZUA A, 718k, s Bt

.M E 4 st=, 9 AA R PZP SNS, Eluld Anjx, =

A Aul2 T X*lﬂ_ = s WEYA %011

22 AABAd 2 7199 AAVIES 719 A ZA s EAEE 98 »sgar:} ER=EE]
o] ZFAgnte] oiyegl m7te] BAHAE FHEol  y)uk DLPE= Monitor9} Prevent 5 2719 180
Atk LvEte] Ay 71EEL AAZFS —’F—Zrol 2 Udth Monitore Network M1rror1ng Al o

(<3

o, 4714 9 AA79ES 4T FHEE = 29HY, A G ALoT gord 4=
< Efsha vk 22y ti7|de] Beels 27 A=) o3k Coveragest 4lo|th. Prevent:= =
9] dlole] FZ%WA(DLP, Data Loss Prevention) %/\] WAooz gAMAOT S AAd 2Tt
71E€S WFHoR AR Qe WE, 2719 = wae ouslsd, YEdo=2 Mail Proxyst
oluf WIXZ|gEL ol¥d Zle& 7HAI YA DB Proxyrt 9om, AR EA 7% wEe =9
Xt e Zeo] @4 olnHllzl Alole AEEHAT AFdte Z2EZ] FA4H
B =2oAE a7te] DLP 7] S AT 7 oz AEF Ad FPoE s AAl FolA
© Taldoly WAVIdES fd ALEB=E = Monitor eyt AaAc. %23 DLP/Discovery
of afef AIYHE AUk 71%4&% d o] 1 o USB 59 mltjojs} 28BS B3 420
g 7 8lE Vs Ak, A 1h£ Ag @t & Eof USBR HAsh
= ol Er‘ﬂtﬂi AfZME, 7l2 Hs 5 A

AR F8 7HEAS 719E Fo| 23 F o

. 2+t RNE AT Ol%: 2gsta ztggint 71d HlolH

7 22 F de O AdE2 JAEE Adst

2.1 DLP Aw USBUY 28 &2 A3d 4vg +d87] 9
HESS 7Iwk DLP= wWd, WAA, ¢ ¥d, g m=xnoz sted 2 97 gIo 249 o

— 556 —



712 o FOIE flet AIOLIA MY JIE

I AIOUA e AILE &5 3 A3
3.1 Azl 74

AaUA AdAIZ"S AOUA gA BE
(Signature Detect Module)®} AlZUx AU ZE
(Signature Insert Module)Z T4 E T} A QA 2H
2 Windows 7 2 10 379 Net Framework 7]
ghel dut #de] wtd Fzo AIDYAHE FH
9 Alete BA o2 FHESTH

32 AlOUA EXEE

Net Frameworke] FileSystem Watcher Z&j2
£ o] &3t} FileSystemWatcher= &3 U &g
of &Al3t= EEA Fileol Oigt ZAAA 9T-&
TPt A EAH A2E AASY (A A
2 stlol A e AdEE ool g A
E APzt o] g Agol AAHIAE W, vl
ARG Y 2o FAAE UK FAdd A5
FileStream-& ©]§3] |3 otde] HAAE Byte &
A QA HEE BAgT sid B e #E At
;‘4«13L A IYUAE vlmste] g kg A1y
A 55 gl

33 AlOUA AYEE

AQEE A4S MS Office HY ATUA A
g A QY ATUA 4Y FYoE 7
AET MS Office Y& XML #4)9] %3
2 FAHU7] w&el JJrE ZEd /\1114212

HAY A AT 4F AL F A eFwU)
WA skAl HlT o] UJrE} Net Frameworkol A
A &3t File F82 o] &3] MS Office Y2
e Zp FHoR WA TE Net
Frameworkoll A A #&}+= ZipFile S22 o] &

st FE AR AIYA o]FES 7k XML I}
g4 Frigith. Uk #de] H$ Net
Frameworkol| /] A &3} Filestream 22 o)
|3t 9d = 71 uiAute] Al YA E ¥
AL ZEE2 HEE F Byte G2 AYso O9
1A 59 AEs FEo] AU ATUAE Y

ehaie,

29 L ATYA A Tl

29 28 ATUA g4 9 Ay Bge v
W BEEolT

Select a folder
|

Select a file

NO

xists a

defined
file

extensio

Exists a
signature
In the
file?

Insert a signature YES

l

lassify as a
confidential <—
file

AU A=A g Al 9

%40‘2 Aostr] A= Al
d AYS 42 stodof gtk AlYX 7}
A0 g FYE ] wEo FEq
8 AH- WA AlaYAHE ﬂx]s}oq
SR AZYUAE FYst vA &5

AH <+ ZGE AAHSIAoF g 12@
P_i %alﬂl 1 FgA7E v A
gy o] g Erje] o]

offl o&i FUl-M ruh4 g2 o



Tt BAE AEY A9, AFOE AIUA ¥
|

A9 ARl FRAT 19 3 AU B
5 ARQlel Hlg wilEhw el h

1 WOy BTN

%" 3 AaYA B 49 i

V.2 E
USB W®elg ol&d 7% Wi 71d v
E A47F ydo] F7tsta Utk old B =&
A 719 WRe 713 9 fE B8]
 das 7" Fde AIYAE A4Y 7]
Atk @A 719 FANM gl Ag
A= FYE g eo] wet MS Office &
Uk BId2 Yol AIYHE AYste
Hslal ol FEEe 1 Aee U
T A FF A3 {2 A A
A% 7N AFE feE ZeE
2 A

Mo g

N K oo X0 2 Jo

2

¥ [~ 3@ 2 W
@ O o
e
e

o

%

tlo X ¢
i)
o

pau)
o

Acknowledgement

ns}

Ho

o] =& 20159
A9 8 a2 9 e

(NRF-2015H1C1A1035859)

EREEEREESE D

¢

]
L Aot %
gAY SWAA

s

A A A o] ATAAE FYHAL
(2015-9-00999).
HDESH

[1] Jong-shik Lee and Kyeong-ho Lee, “A
Study on Security Container to Prevent
Data Leaks,” Journal of the Korea Institute
of Information Security & Cryptology, vol.24,
no.6, pp.1225-1241, 2014.

[2] Miboon Hyun and Sangjin Lee, “The
Proactive Threat Protection Method from
Predicting Resignation Throughout DRM Log
Analysis and Monitor” , Journal of the Korea

Institute of Information Security & Cryptology,
vol.26, no.2, pp.369-375, 2016.

[3] Sun-Ho Lee and Im-Yeong Lee, “A Study
on  Security Solution for USB  Flash
Drive” ,Journal of Korea Multimedia Society,
vol.13, no.1, pp.93-101, 2010.

[4] Joo-ho  Choi  and  Sung-yul  Rhew,
“Monitoring System of File Outflow through
Storage Devices and Printers” , Journal of the
Korea Institute of Information Security &
Cryptology, vol.15, no.4, pp.51-60, 2005.

— 558 -



