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ABSTRACT

There are currently various file encryption systems and applications for encryption and storage of file on
disk. However, the existing file encryption solutions handle encryption and decryption all at once by file or
directory. In this study, we propose a system call supporting partial encryption function of the file. The user
sets the partial encryption of the file by using system call interface, and writes the contents. And then the
data is encrypted and stored on the disk. Also if the user sets the decryption and reads the data, the
necessary part of data is decrypted by applying the user setting. According to the user setting, only the
necessary part is encrypted and stored on a storage medium. As a result, the information in a secret level can

be saved efficiently and securely.
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n.g 2 % 1. flock 7% 44 A
21 Y FE FER AL AT A2D 5F | protoype | 1y [ 1 intemd, struct flock
A 34
original modified
2 Oq:rLoﬂ/HL 712l A" & fentl, write, struct flock{
readE A3 3o FE 453 E A3 struct flock{ short 1_type;
o] /\]/\Eg] ZEEe YrAoz AA 2E, T flock short 1_type; short 1_whence;
vE o533 RE, 253 ©E, HMAC REL short 1_whence; long 1_start;
==, 5 N S :]":.:-_r, AL eEre structure long 1_start; long 1_len;
a3 Aol wet AxH BE ¢dsst 9 53 long 1_len; int 1_pid;
sl F3) gt} int 1_pid; u8 algo;
AgAE g R rEs 4L 98 fontl A ) char *key;
28 558 AT RE gEiE dse R }
BoA] fentl Al2®l £F2F 453E HAHT T, . N N
wite A29 B2 F) WEE YA i 2 fontdl AR 22 cmd 8 A
Ao wel Y oyt dEsiEo] AAHAD name description value
=3 fentl2 BE53ME @Xésﬂ‘ %, read A= F GETLK get record lock 5
& o83t B3l " dHoHE ¢oj2th of - information
g 28 194 2 A" 5&9 ZEES A4 original | F_SETLK set record lock | 6
Wi A T2l UEhdTh set record lock
F_SETLKW . . 7
(with blocking)
User application get encryptiorl
F_GETSEC or decryption 18
4 User level added status
""""""""""""""""""""""""""""""""""""""""""" TG T set encryption
System call intefface Kernel level F—SETSE(“ or decryption 19
System call handler _
FA9 fentl A2 £EF2 ALEAY) et I
e e Qo PN YE FuAF, A E A
g 4 Attt =3 HMACS o] &3 wA|x] FAA
AEl4] 7% A fF=E AAE F e, &
Encryption VIA vption Process §'§]— }—]76 u:ﬁ-]. Eii}’oﬂ /\]—%— g:ﬂ- %‘ ]g
modp-le | module i >dule Management /HX‘]EH 2_;1}(-] 0]—,40-]7(]1:]— ];]_ ¥ 3& 741{,2
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Management module §]—0ﬂ EH%]_ )g;g %}\_o]q_
File system
! 3 3. fentl Ao ©E AL WRE e @
Dleie Gl _ status value | description
» writ
Hardware interface m \I’Aérallde SNONE 0x00 general write or read
a9 1 39 BE 94353 93 Ad A= 4 SENC 0x01 | encrypt and write
2E 7x enc - :
rypt and write (with
SENCM | 0x02 HMAC)
22 RE 453 HAF8s A V&Y A" & S . )
= 2% A3 SDEC 0x03 | read with decryption
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(decryption set) fentl (none)

fentl
(encryption set
with HMAC)

fentl
(encryption set)

a9 2. fentl A WE Ad WE FEHE

23 54 3ol
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e},

char *datal = “abcde”; // Sbytes
char *data2 = “123456789012345”; /1 15bytes
char *data3 = “ABCDE”; // Sbytes
char *data4 = “1234567890123456789012345”; // 25bytes

@ write (datal);

@ fentl (F_SETSEC, F_ENC with aes-256-ecb / keyl);
(3@ write (data2);

@ fentl (F_SETSEC, F_ NONE);

(® write (data3);

® fentl (F_SETSEC, F_ENCM with aes-128-cbc / key2);
@ write (data 4);

a9 3 g 2 dEIE AT A" 2E
AvkE e
plain textl cipher textl (16 bytes) plain text2
(5 bytes) aes-256-ecb / keyl (5 bytes)
cipher text2 (32 bytes)
aes-128-cbc / key2
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