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ABSTRACT

The whirlpool hash function adopted as an ISO / IEC standard 10118-3 by the international standardization
organization is an algorithm that provides message integrity based on an SPN (Substitution Permutation Network)
structure similar to AES block cipher. In this paper, we describe the hardware implementation of the Whirlpool
hash function. The round block is designed with a 64-bit data path and encryption is performed over 10
rounds. To minimize area, key expansion and encryption algorithms use the same hardware. The Whirlpool hash
function was modeled using Verilog HDL, and simulation was performed with ModelSim to verify normal

operation.
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Fig. 1. Architecture of Whirlpool Hash Core
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Fig. 2. Architecture of round block
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Fig. 3. Function of MixRows
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Fig. 4. Simulation Result

v.d B

B =RoXE  Verilog HDLSE o] &3l
Whirlpool |l A] 342 = d &3}l 3, ModelSim.©.
2 AEHAS T3t B T FASA
o AAE ZEAAE EZI AZEole] EY

HQl WA oRE AANAY U§F AR F
A RAN AZe aFss B4 $89 F
e Aoz oau

3
o

=]

[1] Barreto, P. and V. Rijmen. The Whirlpool
Hashing Function. Submitted to NESSIE, May.
2003.

[2] P. Kitsos and O. Koufopavlou, Member, [EEE
, Efficient Architecture and Hardware
Implementation of the Whirlpool Hash
Function, Vol. 50, Issue 1, February. 2004.

[3] Akashi Satoh, ASIC Hardware Implementations
for 512-bit Hash Function Whirlpool. Added

to IEEE, June. 2008.

— 487 -





