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ABSTRACT

The web is used in various ways such as shopping, news, and searching through a web
browser. As the Web becomes more and more common, it is often the case that someone is
trying to steal personal information or confidential documents from a company, so security must
be paid to ensure security on the web. For this reason, you should be aware of the
vulnerabilities that are being exploited maliciously in your web applications and improve security
with secure coding. In this paper, we propose a method of detecting hacking and how to deal
with vulnerabilities due to some weak points on the web.
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2.1 SQL Injection
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2.2 XSS
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2.3 File Upload
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2.4 File Download
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2.5 CRLF

AgATE 2% 9 neteAE T, A4
3 THE QFHRE AW HTTP £gske] 34
Aol 83A4Y ANFES = WMo, BET
i Qe Fol otelmel YL s A

oFi g oln gt

. Aol 2g
3.1 SQL Injection ®.¢F 59

AL e Wz 3 AYsk BRI By
o= ﬂ]olEiﬂﬂoV\OH A2 v 2912 1
He HIo] AL 22IEF Hbol ul§ HoF
sttt

String query = "SELECT e:::.-‘i FROM user_data WHERE use
+ request. getParaneter(" Id");

ty |

Statement statement = connection.createStatenent( . );

ResultSet results = statenent.executeQuery( query );
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String _Id = request. getParameter( i");

String query = "SELECT account FROM user_data WHERE use
+ Id.replace(""", ");

try {

Statement statement = connection,createStatement( .. );
ResultSet results = statement.executsQuery( guery );
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var pos = docunent, URL, IndexOF ("nare=")+5;

docunent rite(document URL, substring(pas, document URL. length));
¢[seript
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1f(filellane, tolowerCase( ) endshiith (", jnz
fileliane, tolowerCaze( ) endsllith(", Jpeg
fileliane, tolowerCase() endsliith(". pop
filellane. toLowerCase( ) endslith( " gif
filellane. toLowerCase( ) endslith "
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lass S113 extends HttpServlet {

oid doPost(HttpServletRequest request, HttpServletResponse response)
arows I0Exception, ServletException {
response.setContentType( "text/html"};

String author = reguest.getParameter("authoriame")
if ({author == null " equals{author)) return;

String filtered_suthor = author.replaceAll("\r" , " ").replaceAll(™\n" , " ");
Cookie cookie = new Cookie("replidediuthor”, filtered_author)
cookie.setMaxige(1020);

cookie.setSecure(true);

response. addCookie(cookie);
RequestDispatcher frd = request.getRequestDispstcher(”cookieTes
frd.forward(request, response);
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[2] wikipedia, “SQL Injection", "XSS", "CRLF"
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