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ABSTRACT

Recently developed digital devices are being used in cyberspace. Digital device users are
engaged in activities such as financial settlement and e-commerce using cyber-connected
terminals. With the activation of cyber trading, cyber crimes against users are increasing. Forensic
evidence should be obtained from investigations of cybercrime. However, there is a lot of
information to analyze digital forensic evidence. In many of these digital information, Scripts are
an effective way to secure evidence for cybercrime. In this paper, we study how to secure
forensic evidence using scripts. Extract evidence from EnCase and study how to obtain evidence
using scripts. This study will be used as the basic data for cyber security for the safe life of the
people.
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2.3 EnScript
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Name EnCase
Version 7.10.03.11
Platform x86
Company Guidance Software
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Terms  Comment Source Code:

Function Name Value
I

Oprompt for value

Properties Operator [ Case Sensiive

Name A [ hasavalue
Fullath has no value FikReR
IsFolder equalto

Tag notequal to
Flle Ext greater than
LogialSize greater than or equal .
ttem Type lessthan

Category less than or equal to
Signature Analysis Contains

File Type Matches

File Type Tag Find

Protected

Protection comple.

Last Accessed
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] 132 Z& . bmp bmp
O 3 otk 2ol 16.bmp bmp
O 134 | &= Hl+ 242 . bmp bmp
[ 135 | = >0 ELbmp bmp
O ZIZ. bmp bmp
O 137 S AlLbmp bmp
1 5 == bmp bmp
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B A
class MainClass {
void Main(CaseClass c) {
for (ItemIteratorClass iter(c);

EntryClass entry = iter.GetNextEntry();) {
if (entry.Extension().Compare(“bmp") == 8)

lockup M Fnd | @1 &

Console.WriteLine( entry.Name(} );
}
}
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