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ABSTRACT

The development of modern ICT technology constitutes cyber world by using infrastructure in
country and society. There is no border in cyber world. Countries around the world are carrying
out cyber attacks for their own benefit. A cyber killer strategy is needed to defend cyber attacks.
In order to defend the cyber attack or to determine the responsibility of attack, it is important to
grasp the attacker origin point. Strategic cyber kill chains are needed to strike against the
attacker origin. In this paper, we study the analysis of attacker origin. And analyze the cyber kill
chain for attacker origin point strike. Study the efficient and customized cyber kill chain strategy
for attacking the origin point. The cyber kill chain strategy will be a practical strategy to replace
the power of nuclear and missiles with asymmetric power.
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AtolW &2 (cyber attack), Ael¥ ZA|Ql(cyber kill chain), AFo]¥ X F(cybersecurity),

T2 Y% (attacker origin)
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» Harvesting email addresses, conference
information, etc

* Coupling exploit with backdoor into
deliverable payload

* Delivering weaponized bundleto the
victimvia email, web, USB, etc

* Exploiting a vulnerability to execute code
on victim system

* Installing malware on the asset
+ Command channel for remote
manipulation of victim

* With “Handson Keyboard” access,
intruders accomplish their original goal

Actions on Objectives
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