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ABSTRACT

With the development of new ICT technology, new technologies are being applied to automobiles. The smart
key for vehicles is also a device to which ICT new technology is applied. Therefore, a cyber-hacking attack
against a smart key of a vehicle is possible. The cyber attack on the smart key can cause an abnormal control
of the vehicle. Vehicle control can lead to vehicle hijacking and vehicle control risks. In this paper, we analyze
the vulnerability of smart key for vehicle. Analyze cyber attacks against smart keys in vehicles. Then, we
conduct real hacking attacks on smart keys for vehicles and propose countermeasures. We conduct a hacking
attack against the smart key for vehicle that has devised countermeasures and analyze countermeasures against
cyber attack security. This paper will contribute to the prevention of vehicle deodorization and to the safety of
the people.
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