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client server client server

CON[0x7d34]

S NON[0x01a0]

ACK[Ox7d34]
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CON[0xbc90] CON [0xbc91]
GET / temperature GET / temperature
(Token 0x71) (Token 0x72)
ACK[0xbc90] ACK [0xbc91]
2.05 Content 4.04 Not found
(Token 0x71) (Token 0x72)
“22.5¢C” “Not found
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client server
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Vulnerability of Sensor Node(Sensor-n)

Threat 1 : Spoofing - Client to Sensor—n

Threat 2 : Delaying - Client, Sensor-n

Threat 3 : GET Flooding(DDoS) - Client, Sensor-n
Threat 4 : Eavesdropping - Client to Sensor-n
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- CPU : Intel(R) Core(TM) i5-4590, 3.30GHz
- RAM : 8G

- HDD : 1000G

- OS : Window 7 Ultimate k 64bit version
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98 16, 2016 12:46:53 25 org.eclipse.calfomium.core.network.EndpointManager createDefaultEndpoint
A% Created implicit default endpoint 0.0.0.0/0.0.0.0:49728

2.05

{"Content-Format":"text/plain"}

Hello World!

ADVANCED

current time : 2016-09-16, 12:46:53
==[ CoAP Response ]
MID 39993
Token : d5faf4

Type :ACK

Status : 2.05
Options: {"Content-Format":"text/plain"}
Payload: 12 Bytes

Hello World!

Execution time : [ES5]E=e
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public void SecureBroker() throws I0Exception {
String Contents = "";

ProxyHttpServer httpServer = new ProxyHttpServer(8080);
httpServer.equals(Contents);

B Console 1
ExampleCrossProxy [Java Application] C:#Program Fileswlavawjdk1.8.0_77wbin#javaw.exe (2016. 9. 17. 23 2:51:38)
98 17, 2016 2:51:40 2 org.edipse.califomium.proxy. HttpStack$HttpServer <init>
A HttpStack listening on port 8080
98 17, 2016 2:51:40 2 & org.eclipse.californium.proxy. HttpStack$HttpServer <init>
M2 HitpStack started
98 17, 2016 2:51:40 2 org.eclipse.califomium.proxy HttpStack$HttpServers1 run
A Submitted http listening to thread 'HttpStack listener’
CoAP resource "target” available over HTTP at: http://localhost:8080/proxy/coap://localhost: PORT/target
Execution time : 1.104(sec)
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