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3. IPTV Security

OF 7 Ase ¥ 718
1 PRF-256< AR&¢th (29 2)+ 1§ 7] AF9Y 71&
o] AHAAE =45 Aotk 1w 71 AFS Group
Master Key(GMK)Z #3}¢] Group Transient key(GTK)

F=5t7] 918 PRF-128¢]

E $AAZIY. GTKE MACe] BEREd~E 9 HE
2E F2l(broadcast/multicast communication)S A3}
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vttt A2 Group Transient KeysE F=sfoF 3t}

Group Master Key (GMK)& 256 HEZ FA o] &
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Group Master
Key (GMK)
PRF-X{GMK, "Group key expansion”, A% || Gnonce)
Group Transient Key (GTK)
(¥ bits)
Ternporal Key 1
LIPTKO,128)
(TK1)
(29 2) 2% 71 A=
(1% 2)ll4 GNoncei= IEEE 802.1X <1Z#tel] <3|
AZE B Fe by Bl

-The Group Transient Key (GTK): o231 2

2lof o8] GMKZYE fZHu.
GTK <= PRF-X(GMK, Group key expansion || AA || GNonce)
TKIPe] Z$eleE X = 256% AF&3ta, CCMP,
WRAP, ¥ WEPE X = 128& Al&3th AAE IEEE 802
HAFE YERU AL GNonces Abded Aojst HELS o
e},
-Temporal Key 1 (TK1)+= S 23 Zo] GTKE
HE 0-127¢] sg9ch
TK1 <= L(GTK, 0, 128)
IEEE 802.1X¥ MLME-SETKEYS.requeste] # A%
IEEE 802.11¢ TKlS dAsta ded, o #s Mg

o] o] 7)o QtEteF WAl7E At
- Temporal Key 2 (TK2)7} f=¥5& 4% L g2
U A o] GTKe HE 128-255¢] s ddth:
TK2 <= L(GTK, 128, 128)

IEEE 802.1X%E MLME-SETKEYS.requeste] 2] ®
IEEE 802.11¢] TK2E A A3tz d=ul, °o S A3
o] o] 719 s afeF WAl7t

A52A7F 25 718 BAstE olfre e 2 R
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1. STA9  AlF3 A(disassociationHt  AFTFH A

(deauthentication)Al o] Q1F A= GTKE W7 g},

2. TKIP| F2A HAE Adstd 2&F 7] BAs

Eg7gt

3. && #¥ olwlE(management event)’} L& 7]
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