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<3 1> ITU-T IoT H<¢ &4 £+

Standard

Title

Security-Related Contents

Y.2066

Common requirements of the Internet of things

8.8 Security and privacy protection requirements
8.8.1 Communication security

8.8.2 Data management security

8.8.3 Service provision

8.8.4 Integration of security policies and techniques
8.8.5 Mutual authentication and authorization

8.8.6 Security audit

Y.2067

Common requirements and capabilities of a
gateway for Internet of things applications

8.5 Security management related requirements

- Security and privacy

- Self-management and remote maintenance

9 Common capabilities of a gateway for IoT applications

Y.2068

Functional framework and capabilities of the
Internet of things

8.7 Security and privacy protection capabilities
10 Security considerations

F.748.0

Common requirements for Internet of things
(IoT) applications

7 Characteristics of IoT applications

7.14 Security

7.15 Privacy

8 Common requirements for IoT applications
8.7 Security

8.8 Privacy protection

X.1314

Security requirements and framework of
ubiquitous networking

7 Security threats and requirements

7.1 Service and transport security domain

7.2 End-user security domain

7.3 UN application security domain

7.4 Other network security domains

7.5 End-to-end connectivity security domain

7.6 Interface security domain

Appendix

1.1 3GPP M2M security framework (b-3GPP TR33.868)
1.2 oneM2M security framework(b-oneM2M-TS-0003)
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Standard

Title

Security-related contents

REC7252

The Constrained Application Protocol

9 Securing CoAP
9.1 DTLS-Secured
11 Security Considerations

RFC7228

Terminology for Constrained-Node Networks

5 Security Considerations

<3 3> OneM2M IoT ESF #4 £+

Standard

Title

Security-Related Contents

TS-0001

Functional Architecture

6 oneM2M Architecture Aspects
6.2.10 Security
6.3 Security Aspects

TS-0002

Requirements

6 Functional Requirements
6.4 Security Requirements

TS-0003

Security Solutions

5 Security Architecture

6 Security Services and Interfaces

7 Authorization

8 Security Framework

9 Security Framework Procedures and Parameters
10 Protocol and Algorithm Details

TS-0004

Service Layer Core Protocol Specification

5 Protocol design and requirements
6 oneM2M protocols/API overview

TS-0008

CoAP Protocol Binding

6 CoAP Message Mapping
7 Security Consideration

TS-0009

HTTP Protocol Binding

6 HTTP Message Mapping
7 Security Consideration

TS-0010

MQTT Protocol Binding

6 Protocol Binding

7 Security

7.1 Introduction

7.2 Authorization

7.3 Authentication

7.4 Authorization by the MQTT Server
7.5 General Considertaion
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<3t 4> ISO/IEC JTCI1 IoT E<F #& B

Standard Title

Security—Related Contents

Information technology — Automatic
ISO/IEC identification and data capture techniques
29143 — Air interface specification for Mobile

RFID interrogators

Mobile RFID Interrogator media access control

Information technology — Sensor networks

- description of generic sensor network applications’
operational requirements.

ISO/IEC . . - description of sensor network capabilities
— Generic Sensor Network Application . .
30128 - mandatory and optional interfaces between the
Interface .. . .
application layers of service providers and sensor
network gateways
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