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Certificate ::= SIGNED { SEQUENCE {

version [0]  Version DEFAULT v1,

serialNumber CertificateSerialNumber,

signature Algorithmldentifier,

issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo

issuerUniqueldentifier  [1]
subjectUniqueldentifier  [2]
extensions [3]
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SubjectPublicKeylnfo,

IMPLICIT Uniqueldentifier OPTIONAL,
IMPLICIT Uniqueldentifier OPTIONAL,
Extensions MANDATORY,
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11 sha256WthRSAENcryption
(1.2.840.113549.1.1.11)

12 sha384WithRSAENcryption

(1.2.840.113549.1.1.12)

13 sha512WithRSAEncryption

(1.2.840.113549.1.1.13)

4. Metste dSM Heb 2FAMY

UH?O]H L%—%(KBA)OH A dbzkel sy o E o]
| d3 9 g5 FE Jholz=rd mEW g R <F
3} @%QL o ek EfA] &4 S MD5 9}

SHAL © AgS ik 2+=TH2). 3 Stevens
Marc 7} #<3+ “First Collision Attack on MD5”2}
Xiaoyun Wang ©] # <3¢k “Collision Search Attack on
SHA1”9] W= MD5 ¢} SHAL & o]u| FHoksio=
Aol FHel Aok aejEw s HA FFE AL

g3 WY FAES RSA dadES ARgE] A
712 AyaAgE 1] 5SS doA 7] S 75
g 4= Q7] wliEe] moto] ik fldo] ofHs] =4
SHOH3I[4]. ©lEl gt o] frE E A E <x 1>9 W
1o A 5 7HA & AESHA] 2= AS Abs)

ISO 17090 o o]3td =B A g2 CA ¢l5A
7F obd o2 QIFAldl 2ol U 7] Y A

RSA <tare]5e] 1,024 W] ES] 715 AR&shs At 2
& HeP A= F4 ofgbar dastar vk epAnt
NIST("]=r =THEE7]E A7)l ofstd 7iele] A
4 B, 59 WAY BHer dx JAFAE AR
& 79, RSA 1 e 5 7|5 o2 2048 HES] 7|5
Abgatelal @arskar Qlubs]. Rk obyel Al
0S Al7&e] 70% o]*c}g ek 3JARQ] vlolA &
EAbe] A oAl m=w 1024 H|E w|Rhe]
RSA 715 AH&3E ASA = & AZE <kl 3}@9

Foglov], A} AFNE BAlST FIE WY
22 A5G BULE 2y T 3 1%
ST 5 dvta ok oH @ o FE AEF 08 o

ASA &HA AAES vpAe], 2011 WH-E 1024 HE
ASA 9] AMES FAESI T wheta CA 7F ofd <l
ZXE x}83 0 RSA 41 ES FEo R 1,024 H
E9] 715 ARSI ©l ol AFA HbS HASHA
ettt adB=E Q1A 7] dolE 1,024 B Eo| A

- 278 -




201614 Erlstad 23| =2 H23A H|132(2016. 4)

2,048 M| EZ FgF xAsloF shH, o] A 3AAT}
AAAMT 715 doldl7] Q& Aitalof sk W&ol
oA MM o 7 ZylE) dAAle AFH Y
E AElE W Fole] WAl weEl 2030 Wd7bA gk
;g/\g o 3}k _/': 0] o gq\o]q-.

X

o

f

a

o,

it

>

e

K

>

o

Shio X
rr 1o,
>§~ o
=W x>
fo k1 £ ro

AAFE-o] Thsslal sk Abge] A= gk T3]
EAS 13RS W, 1SO 17090 ol

A FERT Y Felop @
287} 9

FFol & ao] Aok %A daLelZi RSA
7] RAEFE A Rl Ags], JEH FFE
ol g ] Gfo] FRAA B A7} "
s,

ikl

tng s

[1] 1SO 17090:2008 “Health informatics — Public key
infrastructure” 1SO, 2008.

[2] =AU EL Sl dE o] & s o
T3 7}o]l = 2011.

[3] Stevens, Marc. "Fast Collision Attack on MD5." IJACR
Cryptology ePrint Archive 2006.

[4] Wang, Xiaoyun, Yiqun Lisa Yin, and Hongbo Yu.
"Collision search attacks on SHA1." 2005.

[5] Elaine Barker, Quynh Dang “Recommendation for Key
Management Part 3:  Application-Specific  Key
Management Guidance” NIST Special Publication,2015.

[6] CA/Browser Forum “Baseline Requirements for the
Issuance and Management of  Publicly-Trusted
Certificates, v.1.2.3” CA/Browser Forum, 2015.

s

- 279 -





