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3.3 Request Scope  Role 

3.1  ,     AOP 
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4.2   

4.2.1   

<  1>   

JDK 1.7.x 
Spring MVC 4.2 
Spring Security 3.0 
 
ROLE_USER   user1, user2  

.    ,    
   . Role hierarchy  

ROLE_DOCUMENT_OWNER > ROLE_USER  . 
, ROLE_DOCUMENT_OWNER  ROLE_USER  

 . 
 
<  2>       

//   
@RequestMapping(value="/test/document.do",method=Req
uestMethod.GET) 
@ResponseBody 
public String document() { 

return "document"; 
} 
//   
@RequestMapping(value="/test/modifyDocument.do",meth
od=RequestMethod.GET) 
@UseAdditionalRole(AdditionalRole.DOCUMENT) 
@ResponseBody 
public String modifyDocument() { 

return "modifyDocument"; 
} 
 
4.2.2 Advice  

UseAdditaionalRole  @interface  ,  
@interface  user1 , document_id = 1  request

  ROLE_DOCUMENT_OWNER role  . 
 
 
 

<  3> Advice   Request Scope Role  
@Component 
public class AdditionalRoleAdvice implements 
MethodBeforeAdvice,  AfterReturningAdvice{ 
 
@Autowired HttpServletRequest request; 
@Autowired RoleHierarchy rh; 
Authentication auth; 
 
// Request Scope Role  
@Override 
public void before(Method method, Object[] args, Object 
target) throws Throwable { 

auth = 
SecurityContextHolder.getContext().getAuthentication(); 
//      
if("anonymousUser".equals(auth.getPrincipal())) {return;} 
String documentId = 

request.getParameter("document_id"); 
// user1 , document_id=1   Role  
if("user1".equals(auth.getName()) == false || 

"1".equals(documentId) == false){return;} 
 
Collection<GrantedAuthority> authorities = 

(Collection<GrantedAuthority>) auth.getAuthorities(); 
List<GrantedAuthority> updatedAuthorities = new 

ArrayList<GrantedAuthority>(); 
updatedAuthorities.addAll(authorities); 
updatedAuthorities.add(new 

SimpleGrantedAuthority(Role.DOCUMENT_OWNER)
); 

Authentication newAuth = new 
UsernamePasswordAuthenticationToken(auth.getPrinci
pal(), auth.getCredentials() , 
rh.getReachableGrantedAuthorities(updatedAuthorities)
); 

SecurityContextHolder.getContext().setAuthentication(ne
wAuth); 

} 
// Request Scope Role  
@Override 
public void afterReturning(Object returnValue, Method 
method, Object[] args, Object target) throws Throwable { 
  // class   auth   

Request   Role  . 
SecurityContextHolder.getContext().setAuthentication(aut
h); 

} 
} 
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<  4>    
case id R/U document_no   

1 user2  1   
2 user2  1   
3 user2  2   
4 user1  1   

 

4.3.1   

        . 

(  1) test case 1  

(  2) test case 2  

(  3) test case 3  

(  4) test case 4  

 

5.  

     
        

   role  .   
  role ,   , 

    .    
Method Proxy  , URL pattern 

     . 
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