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Abstract

With the popularity of smart device, mobile applications are playing more and more important
role in people's daily life, these applications stores various information which greatly facilitate the
user’s daily life. However due to the frequent transmission of data in the network also increases the risk
of data leakage, more and more developers began to focus on how to protect user data. Current
mainstream development models include Native development, Web development and Hybrid
development. Hybrid development is based on JavaScript and HTMLS5, it has a cross platform
advantages similar to Web Apps and a good user experience similar to Native Apps. In this paper
according to the features of Hybrid applications, we proposed a security scheme in Hybrid
development model implements message-level data encryption to protect user information. And
through the performance evaluation we found that in some scenario the proposed security scheme has a

better performance.

1. Introduction

Smart phone has changed the traditional way of life and
the way of communication, the network type also changed
from the traditional Internet to the mobile Internet. With the
rapid development of mobile Internet the ensuing security
problems have gradually aroused people’s attention.
Traditional Internet security depends on the transport-level
security protocols like SSL, as shown in Figure 1. All the
data is encrypted only on the data link layer, during the
transmission the encrypted data needs to be decrypted and re-
encrypted by each node until it reaches the destination. But
in mobile internet, data from the beginning to the end will go
through many nodes, the encrypted data will be exposed in
plain text on each node, if some node security measures are
weak, it will cause the leakage of information, so the security
mechanism used in the traditional Internet has been unable to
adapt to the current mobile Internet. Therefore mobile
Internet environment need to achieve the message-level
security as shown in Figure 2, data is encrypted at the
sending end and decrypted at the receiving end, data does not
appear in plain text at the intermediate node. In this paper,
we proposed a security scheme for hybrid development in
mobile internet environment including dynamic verification
and data encryption.

(Figure 1) Transport Level Security

(Figure 2) Message Level Security

2. Design and Implementation of Security Scheme

2.1 Security Scheme for Hybrid Application

In this section , we will introduce the proposed security

scheme. Under this security scheme, provided dynamic
verification and data encryption to protect authenticated user
information. From the user login to use the built-in functions
to transfer or request data from the server goes through three
stages, as shown in Figure 3. The data encryption using
symmetric encryption, during the exchange of symmetric key
between server and client the symmetric key is encrypted by
asymmetric encryption algorithm.

Phase 1: Public key exchange
(Server generates the public and the private key
and distribute the public key to encrypt the link)

‘ The link is encrypted with the AES ‘
|

Phase 2: Dynamic Password Generation
(Server and client generate the same dynamic password to access the link)

Phase 3: Data encryption
(Data between server and client is encrypted by AES)

(Figure 3)  Security Scheme
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2.2 Phase 1: Public key exchange

This stage is the core stage of the entire security scheme.
Firstly, server generates a key length of 1024 bits public key
and private key wait for connection request from client. After
receiving a public key request from a client, server will
return generated public key to client. After the client receives
the public key, it will generate 256-bit symmetric key and
encrypt it by public key then send it back to the server, server
decrypts the symmetric key through its own private key, and
now the client and server are complete link encryption.

2.3 Phase 2: Dynamic Password Generation

Dynamic password authentication technology is adding
change factor in user login process so that each
authentication data transmitted in the network are different.
Dynamic password authentication using dual operational
factors generating a dynamic password.

In this security scheme, using device id as seed and
random parameters as the change factor. Device id was
already fetched by calling local APl and stored in the
database during user registration stage. When user try to
login, user's login information will be encrypted and
transmitted by the first phase of the establishment of the
symmetric encryption link. After verifying the login
information server will randomly generate 5 digit number as
change factor and transmit it through the encryption link.
Now client and server have the same seed and the same
change factor. Client calculate the MD5 value of the device
id to get a new 32-bit string and calculate the ASCII
summation of all the characters in this string and then add the
value of change factor to generate a 5 digit dynamic
password. Server side using the same way to generate
dynamic password as shown in Figure 4.

(Figure 4)  Challenge asynchronous dynamic password

2.4 Phase 3: Data Encryption

When user successfully logged in then goes to the Phase 3.

This phase data encryption using symmetric encryption
algorithms, but the update of the symmetric key is different
from the Phase 1. The symmetric key will be transmitted by
custom http header. Before the client send HTTP requests to
the server, it will customize a HTTP request header named
X-key. Its value is a symmetric key encrypted by public key.
Client encrypt the data through the key and send the
modified HTTP request which a customize header contain

the key. Server side receives the HTTP request and take out
the value of customize header decrypt by its own private key.
And using the decrypted symmetric key to get the real data
from client. The response also encrypted by this key. Thus,
implement the message-level encryption of data between the
client and the server.

3. Analysis and Performance
3.1 Security analysis

This security scheme implements the message-level data
encryption which relative to the traditional SSL data
encryption reduces the dependence of the data on the
reliability of the intermediate nodes. HTTPS using transport-
level security encryption to protect point-to-point data, but
between the send side and receive side existing insecure
nodes, transmitted data can be read in the intermediate node
as shown in Figure 5. We see that although the data using the
HTTPS encryption method, but the data can be read in plain
text.

Header:
FO5

s | Testvew | webForms | Hexvew | auh | cookes |[Raw | mom | L |

t:gs J/himsn. ne:(mw(server ghg HTrP/l 1
2 7T, TMad = ZUE/o1peg, Jmage/pipeq, applicationsx-ms-application, application,x-ms-xi

111a/4.0 (compatible; WSIE £.0; windows NT 5.2; Trident/4.0; Data Center; .NET CLR 1.1.432;
apB11 CatT of /X -hw- TOPM-Ur T encoded

\accepr-encoding: gzip, deflate

Hast: himsn. net

(Figure 5) Transport Level Security Issue

But if the message-level encryption method is used it can
be guaranteed even if the data is passed through an unreliable
intermediate node, since lack of symmetric key the data
remains encrypted state as shown in Figure 6. HTTPS was
not used but there is a new customize http header named x-
key. Its value is encrypted by public key so that only the one
has the private key can decrypt it and use the decrypted key
to get the real data from user.

Headers \ Textview | webForms | Hexview | auth | Cookies |[Raw | JSOM | x|
I Himsn.ne Server.nhp| HTTP/1. 1

Ke

5260 svxmhargwr rMe27 2113 /A /CQe0EZAONE I PS 0B110Y 05 GRACOUXTOHAR WY LX ECY TS RUZ T+ TUPS0US T YWZHIWDVMY

Length:

Expec: 100- con\:mue
t-Type art/form-data; boundas

sfdadach

b3sfdaasch
content-Disposition: form-data; name="password

RWOGZFTSMI4hLpgrir Am

aTdo4sch--

(Figure 6) Message Level Security

This security scheme not only uses the common user
authentication but also add dynamic password authentication.
It using device id as seed and random parameter as change
factor to generate dynamic password. The dynamic password
is a random 5 digit number has a very low repeatability,
reduced the possibility of replay attacks and improve the
system security.

3.2 Performance Evaluation

The security scheme is close to transport-level security.
The primary goal of the TLS protocol is to provide privacy
and data integrity between two communicating computer
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applications. Contrast the former, we proposed security
scheme is based on message-level security add dynamic
password authentication. In order to have a clear result to
reproduce performance tests, we measurement the average
processing time of two hybrid applications under the
different security scheme in two scenarios (GET, POST) on
the same environment (Samsung Galaxy S3). Application 1
is using SSL and Application 2 is using we proposed security
scheme.

In GET scenarios , two applications request the same size

of the data to the server. In POST scenarios, two applications
submit the same size of data to server. The results of the
average response time as shown in Figure 7.

(Figure 7)  Average processing time

4, Conclusion

With the development of computer technology, people pay
more and more attention to network security. In order to
ensure the user's data security, it is an important way to
establish a perfect identity authentication system and adopt
more secure data transmission. The traditional password
authentication is based on static password that can not meet
the high security requirements of system. Traditional
transport layer security protocol can not meet the security
requirements of the mobile Internet because of its own
characteristics. This paper based on the above two points,
designs and implements a security scheme for hybrid
application. The dynamic password authentication solves the
problem of traditional password authentication and the data
encryption using message-level security reduces the
dependence of the data on the reliability of the intermediate
nodes which make the system more secure.

As future works, we intend to improve the dynamic
authentication algorithm to generate stronger password. We
also like to make this security scheme smarter that select the
appropriate encryption algorithm or appropriate symmetric
key length based on the size of the transmission data.
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