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ABSTRACT

ICMP(Internet Control Message Protocol) supports the processing of error in the communication network based
TCP/IP. If a problem is occurred in a data transmission process, router or receiving host sends ICMP message
containing the error cause to sending host. However, in this process an attacker sends a fake ICMP message to
the host so that the communication between the hosts can be abnormally terminated. In this paper, we
performed a study to prevent several attacks related to ICMP. To this, we have designed outbound traffic
controller so that attack packet is not transmitted to network in operating system of host.
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