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ABSTRACT

The use of smart phones has had a great impact on the mobile internet business. It shows a lot of growth in
the healthcare sector not only commerce, advertising, billing, games, video content, media, amd O20 business.
The United States has eased the regulations for healthcare apps smart phone devices in 2015, and China has
established a five-year road map to solve shortage of doctors and hospital beds by utilizing mobile devices such
as wearable in the same year. The application of wearable devices in the medical field is gradually increasing
in Korea too, but there is a security problem as leading challenge. Security incidents in non-ICT sectors such as
financial, medical, etc. have increased by using ICT each year. Personal information leakage is also increasing
in field likely occurring the potential secondary damages such as financial fraud, illegal promotions, insurance
and pharmaceutical companies abuse. In this study, we analyze malwares as the mobile threats, the five risks
of mobile smart phone, mobile use cases and the mobile threat countermeasures for healthcare.
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