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Fig. 1. Packet Analysis —
Non Encryption
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Fig. 2. Packet Analysis — Encryption
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Algorithm 1 msgina.dll o] AR} &5

Begin
int  WINAPI  WixLoggedOnSAS(PVOID  pWIxContext,

pReserved){
HANDLE hMutex;
if(dwSasType == WLX_SAS_TYPE_CTRL_ALT_DEL) {
return WLX_SAS_ACTION_NONE;

DWORD  dwSasType,

}

End

PVOID

return MsGina.WIxLoggedOnSAS(pWIxContext, dwSasType, pReserved);
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Algorithm 2 ZAqEAEEH 2 Z Order ¥H7H

Begin
void Lock(){

..BE

//E| 238} HIDE

ShowWindow(FindWindow(L"Shell_TrayWnd", NULL), SW_HIDE);
SetForegroundWindow(hWnd_Main); //Z Order HZ&

. BEF

}

End
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3. Security Using a USB storage device
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4. Security Using a SmartPhone

J&72] Uli= 2339] Application Processe] Ulolt). & Ul=
PC Lock’gel2} PC UnLock S Ulell EABIAL itk o]4H
AR @A PCe] JEtE & 7 s ZefoRIE ofZeilolde

319



SI=AFEHE RS 7

o
ok
Toi
o

£0i3| =2F M24A M15 (2016, 1)

2= A PCY 5 eE Ulel] BARNokIc 22} v] 123
BAlo|nE At AAAAES A §l7] wizell ScreenOn
BroadCast7]- A9 2 A2 LINKHAASE ¥ a4 PCe)

S WL O3l 9] Ajel W aigle Easkar S,
T‘:%/\"H FHZlo] FetelAEZ} Bl FZlolm W e}l AkgAt
¢15 IDE HAL ek Y sjzle] SEtoldETL Bl ]
w2 ke eI 37 PCe] A 1S gt Quk 1379
FU] HES 727 = PCE ARA} 01—*ID-E— ZREHIL AL
AREAL QK5 IDE SR APdE AReAL QI RS} ZERES ARgA)
Q1% ID7} LAIRHHH &) PC ELT dee] vhiPdel= H3kstA
Hch. Auto LockingS 478l =W oA AR Aw=
HeartBeat #j51-& Hu| S2jo]AET} A R0l 325 &l
Hrh (2 =RoXE HeartBeat:715 5%2 AAsleich) Avs
% HeartBeats|7lo] AxH AJHS 7|02 AutoLockREE
ZgIA| =M, 102 0P HeartBeat/} Z3&=]4] ¢k 78 Selold
E7} APE Hlojyitia 7Pgsle] MuIPCE 137159] LockScreen
o2 HgksA Eoh[7]8]1[9]

AutoLock2E

PCUnLock &FE}

PCLock &Ef

Fig. 7. Client Application

v. 2 2
PO # 219K Aol Al AHGSHL Sk ARV} 7l
1% WU S G, £ POE POALAS) T A 58
o 7 glome PCAEAE PCE BRE e Aelolse e
A I G oleldh e I oz UsBs}
vl golehe A% 71Q) Q1RO R AT PCE 2714
o2 ¥EY 4 glkn WEc Wk USBS] DS} 2ri=

Hzd9A)e] IFIDE BebAsHlo] sfah] AMgAE QlEst
HeartBeat7]4+S £3 PCH|27} APFH| 98-S 7HAjghchd
B} ShAE AISE AR AR} e o] Befdel HeE
W ek AT 5 e A efek BEFI

320

Reference

[1] KISA,
traditional alphanumeric password" Korea Internet &
Security Agency, INHA University pp .15, Jul. 2009,
https://www kisa.or.kr/jsp/common/libraryDown.jsp?folde
=013723

[2] KISA, "For block cipher SEED Source code utilizing
manual" Korea Internet & Security Agency pp .5-17,
Dec. 2013,

http://seed kisa.or.kr/iwt/ko/bbs/EgovReferenceDetail.do?bb
sId=BBSMSTR 000000000002 &nttld=77&pagelndex=1&s
earchCnd=&searchWrd=

[3] In-Kyong jeon, "Domestic usage and password Password

"A study of secure alternative method of

Implementation Guide" Korea Internet & Security Agency
pp .5-13, Nov. 2011
[4] Tue

Authentication"

Interaction Multi-factor

Lyngby, pp. 77, 2010,
http://etd.dtu.dk/thesis/276333/Tue_Christophersen.pdf

[5] MicroSoft MSDN, "GINA" MSDN,, 2010,

https://msdn.microsoft.com/en-us/library/windows/desktop/a
a375457(v=vs.85).aspx

[6] Sang-Hyeong Kim, "Windows Application Programming
Interface Dominate-Vol2" Published by HANBIT Media,
Inc Printed in korea, pp. 385-439, Oct. 2012

[7] seong-woo Yun, "TCP / IP SocketProgramming" Orenge
Media, pp.147-168, Dec. 2012.

[8] Nakanishi Aoi, Uchimura Yuuji, Takahashi Ryouji
"Android SDK Reference Book" kyohaksa publishing,
pp. 829-830, 885-886, 860-861, 864-865, 988-989, Jan.
2015.

[9] Jae-Nam Woo, Gil-Sik Park,
Using the Android Studio"
194-266, 511-532, Jan. 2015.

Christopersen, "Zero

Kongens

"Android Programming
hanbit Academy, pp.



