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AFE¢lE]Ul(Internet of Things)e] Eeiel 37|, FA3-87)(wireless access point)E2] Helo] AlZel A2 thFEa ok
A7 e FAERUIEC] AlEshke 1 7l #E JdHdelaEe @ ojEEAlold FHekd(web application
vulnerability) o] EAE = Jrke Ag 2L Ul F8 FATA7IE tigk § olZeFAleld A% e Fa5t9.oH,
o}go| 7hagt ofE] FGAE] EATS RIS & =Rkl d7xlo] FA13-77] i 9 oiZEAleld A A
HxAoz AMg3l| flste] 7t 352 2t <l(mobile app)ES gt

7|19E:

A B 1 3 (information security)

|. Introduction

X5-77|(wireless access point, o5} Ff-7))E0]| AlF3H=
4 7k AR QoS ) AEeAeld HePd(web
application vulnerability, ©J5} 9 FFd)E{1]o] &A1 4= It
olel Gipzle T o Fh7HSel thstel ) 2ok A ¥t
Jom, o]F 53l WA} Alo]E A7 E(cross-site scripting, ©[5}
XS8), siAA= FE FE ASHA B2 eivto|dEE(unvalidated
redirects) S| FoFdEo] ZATHS SRISHIH2-4].
B R, T e RISl diak ) Fekd
AL 7Mke g, oFzlo] skel 352] e <i(mobile app,
ofst WS A A WSl 2EE 29 Fh7I5)
ARE 75k 9, ipTIME 3710l el 2o 34 Fafsh=
Q) % Fh71e] XSS HoHd theAle ek e Tk
R WSS BR7IE ThE 9 FFd oI mo g Ahgol
7Vs3lct

A= S =1
L=l

o)

g o} Zg Ao) A F kA (web application vulnerabilities), §437](wireless access point),

I, Security Configuration Checking Apps

1, App for Collecting Information on Neighboring

Wireless Access Points

FH 7] AR T8 Q2 QA 2nEEF JEH TR
9 9] Ff7IEl thet HRE ste] ARgAtellA] Beodert
Tl ARk, 72 37719 SSID(service set identifier), 953}
HF2] RSSl(received signal strength indication), Jd HE 5o
It 2 e T TR ARAES FE5R BaHo
2 AME ok B4 T AR F5E  lod, deRl
FFIEE 7ke s, 3% Hl2~E(penetration test) 5-& S,
At B AA] T & 5 Aok

2. App for Synthesizing Security Attacks on ipTIME
Wireless Access Points

oFpRle ) Fa. Fh7 150l ik s Fekd Aol “ipTIME
FTH7] XSS FoF(15-342)"S dste] S=le T AKISA)
ol Aazsgiet. 15-342 FoFdoks, ipTIME &-f7]9k ¢4
SEo|AEA o T=E HTTP 879] "Referer” st| W8]l
FFAA A7) Al B B2 )5k, deAt ipTIME
719 23 soRiE E wj i =7} AsEcy3]. s Hekde

101



b

0l

SI=AFEHE RS 7

r
ok
I
10

£0i3| =2F M24A M15 (2016, 1)

ipTIME 3-719] 687] mlgolr] Ri=|glom, Saks =7k
e Aefolct ipTIME 7] 2o] T2 U2, 15342 Fekds
7k, A 2njEE oIdE ipTIME 2719 o] 3248
S5 HQRIE o] B8 S AplAyEJavaSeript) 3L
e B9 F5, ipTIME 7]9] 21 Hojje] ofe]Zzq)
(iframey 41Uk 5= 3L ipTIME 3+5719] et solA] vire:
AR Ftolrt. ¥ g el weo| $AE FYToA,
ipTIME 3-f715¢] elol(firmware) HHlol= o2 el

ek
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XSS 7P de] ] e FAeRd =[], 370 Al
TH71E] ) <lElso|lEolME ARICH2]. XSSell th8317]
&3k 71 71%2] HPRE & shuss, HTTP S (response)ll
"X-Frame-Options" 3|tCI1Z A Ask= Aolt}. s &ch= HTTP
5 HolAZE Zejloft ofol= | el EAE F UEA
oARE At FZzR= "X-Frame-Options" 3l|t]7} A7 =4
22 FHoRE 54 AlolEe] Ze9] t= ololzE|Yd wjelx] FAIH
EE o ey, FR7IEY ARE I, 288 WA = itk
T YE 7% XSS Ao 2= HTTP 29 5 "Set-Cookie"
dell "HitpOnly"E “27sh= Zofth. o= F2foldlE =
(client-side) Ap=THE ] F7] FHS AL "HitpOnly"
‘d7o] XSS Aol t-g8h= 2 o AL, FAAP XSSew
T ARE 85, Ads Gk o 345 oOEE 5 Utk
E gle dA) M Sog, Jdy F-f7]e] HTTP 355 #as)e],
"X-Frame-Options" 3t] 4% &3 2 "Set-Cookie" 3l ol|4] <]
"HttpOnly" A o5& ERlste] AkgAtolA dedert. 71
7l HEshe B9 ARARE £ i AMESte XSS -8
A R 2 W] golgto 24, XSSOz ¢lgk Fsj| AlE o=

e o F gke Aotk

lIll. Conclusions and Future Work

B =RolME 3] 9 FHokd HAel] HxFow ARgst
= o 322 Ak i TH] AR SR e ez
Fo] FH1EY] ARE 8, ol B ARES 5T
ok ipTIME 3-57] 20| 4 Be 2nlexsl 349 ipTIME
FH7lol Be] T4 F=E ARIgto M, Hek A4S ol 4=
ek S Fpdte] W 21 Ff7) Hek A ol ghe smjEEa)
AFdE FH71e] HTTP S5 &8k, XSS 7% ts3E9]
Zi2ol7] QA Foldit). &5 Aras, WA 3FY J5S 55
9 Beksle] Hokd WA AE7ME glog whdAd oo, sl
Hok A% Bl he Ak AREAIEC] "R AR = gl
oz A ool
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