Exploit the method according to the function call
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ABSTRACT

In this paper, binary in the program function is to be called binary explain the function in
any way to call with in the binary. And the functions required during the call to the elements
and their dynamic links in the compilation process and its elements and C-language file
describes the concept of ‘linker’ that connects, and static links and dynamic link Compare
analysis differences. Also Do an experiment on Return To Dynamic Linker exploit.
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lll. static-dynamic link Z4 I}l opH
[gate@localhost gate]$ cat test.c
#include<stdio.h>

int main(){

printf("hello,worldn");
eturn @;

[gate®localhost gatel$

a2l 1. Test code
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PLT$ GOT7} ol AE o o]z} & Aot
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0x08048e54 <+16>: call
0x08048e59 <+21>: mov
0Xx08048e5e <+26>: leave
0x08048e5f <+27>: ret
End of assembler dump.
p puts
S1 = {<text variable, no debug info=} 0x804f670 )<puts>

0x804f670 <puts>
eax,0x0

v
Starting program: /home/artists/HFEFS}TH /test1
test

[Inferior 1 (process 3146

Warn ot running ¢
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0x0804842d < : call
0x08048432 < mov
0x08048437 < leave
0x08048438 <+27>: ret
nd of assembler dump.
p puts
k1 = {<text variable, no debug info>}/0x80482f8)<puts@plt>

0x80482f0 <puts@plt>
eax,0x0

;
Ktarting program: /home/artists/HHEIS}H /test

est

[Inferlor 1 (process 3167) e

Ia not running or t
p puts
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V .Return-TO-Dynamic-Linker

<stdio.h>
<memory . h=
=s5tdlib. h=>
=string.hs=

int main() {
char *rbuf = (chark) malloc(1
int len =
char buf[2
= read(®, o
memcpy ( rbuf, buf, len)

) °

2l 6. RTDL HAE zmE=Emhgl

(29 6]
Linux artlsts-virtual-machine 4.2.0-27-generic
#32~14.04.1-Ubuntu  SMP UTC 2016 i686 i686
i686 GNU/Linux ¥4 Z3d =Hon it
d HFAHL goc exp2c -0 exp2 -m32 -
fno-stack-protector - fno-pieE FOEH pie, ssp

£ SAAZS.

HXE I&E

0x080484a7
0x080484af
0x080484b3
0x080484b7
0x080484be
0x080484c3
0x080484ca

DWORD PTR [efd
eax, [esp+0x14
DWORD PTR
DWORD PTR
0x8048330
DWORD PTR
eax ,DWORD
DWORD PTR

VoV

VoV

v

0x080484d1
0x080484d5
0x080484d9
Ox080484dd
0x080484e4
0x080484e7
Ox080484ec

v

DWORD PTR
eax , DWORD
DWORD PTR
0x8048340
eax,oxo
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2l 7. read& 2| plt

[Z28 71 EW, read¥FolA  calldt=
0x80483302 7} read@plt7} HRIT} I
read@plt7} oW F4AE Hzstal Q3 plt+6o
Ao ZH0x0)& push3lFx Stk I3
plt+11o] A= 0x8048320 o2 H=Z3tx Q) o

714 0x80483202 plt AA| Q] g Faolr),
A 0x804a00c® 7}A olmAT [1F §]
read@gote] YHFHoltt

00t I G80%ACEL dword_864800C  cd 864AB3CH

a2l 8 read@got dEE

fo 2

0x804a00c A 0x804a03CH&2
2 s pRolth [1Y 9]

At

push 0xO
A 0x8048320<

X/21 0x8048320

0x8048320:
0x8048326:

push  DHORD PTR ds:6x804a604
DHORD PTR as:0x804a008

T2 9. 0x8048320F &

AA gotite pushdlil got+49 FAZ jump
e}, got+ 49 F4ol+= _dll_runtime_resolvedt

7 99
1 godists@ubuntu:~/Desktop$ readelf -d exp2
2
3 Dynamic section at offset @xfl4 contains 24 entries
4 Tag Type Name/Value
5 | @xee0eeedl (NEEDED) Shared library: [libc.so.6
6 @x00pe0gac (INIT) 0x8048274
7 @x0000000d (FINI) 0xB8048574
8 0x00000819 (INIT_ARRAY) @x8049708
9 0x0000001b (INIT_ARRAYSZ) 4 (bytes)
10 9x0000001a (FINI_ARRAY) 0x804970c
11 @x0000001c (FINI_ARRAYSZ) 4 (bytes)
12 @x67ffTef5 (GNU_HASH) @x8048lac
13 0x00000005 (STRTAB) 0x804823c
14 0x00000006 (SYMTAB) 0x80481cc
15 @x0000000a (STRSZ) 88 (bytes)
16 0x0000000b (SYMENT) 16 (bytes)
17 0x00000015 (DEBUG) 0x9
18 9x00000003 (PLTGOT) 0x804a2000
19 @x00000002 (PLTRELSZ) 40 (bytes)
20 0x00000014 (PLTREL) REL
21 0x00000017 (IMPREL) 0x80482cc
22 @x00000011 (REL) 0x80482c4
23 @x00000012 (RELSZ) 8 (bytes)
24 0x00000013 (RELENT) 8 (bytes)
25 ax6fffiffe (VERNEED) 0x80482a4
26 AxeTfFIff (VERNEEDNUM) 1
27 @x6fffiffe (VERSYM) 0x8048294
28 @x00000000 (NULL) 0%

a2l 10. T e| dynamic section &l
oAl &= push 0x0° s o} E Ad Tz
ELF9 ¥ 9] dynamic sections &<l 3 HEH elf
dynamic section 7]|EZ S 2 [tag][type][value]
2 Hodth [I" 10]4F olF°] EoxH 4
g A e FHE ARG G5 Y 9E
[17] = 0x80482cc(JMPREL) o1&l 2o 2 ey o]
Atk push 0x02 reloc_offseto]&  gho|th.
reloc_offset2 _dll_runtime_resolve®2] A W
A JAAH0)aL o] 3ET _dll_runtime_resolve
st "o Qe 5 AA reloc_offset, 1S 7+
7} pushd&t —roi edx, eax°l %71 < dll fixup
s T3
_dll_runtime_resolve(int

reloc_offset, struct
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link_map *)g}3 A7bst® ok 723 JMPREL
+ reloc_offsetF Aol ELF32 _Reld 2|9l FxA|
7} @7led, <714 JMPREL®] F4A &
0x80482cco]t}. &l 7]ol reloc_offset®] &k 0x0< T
= ItE 0x80482ccy Aolth. o] Hfol 9

ELF32_Reld 2] 2] FZ4] 4+ 0x80482cc®]T}.

Relocation section '.rel.plt’ at off
Offset  Info  Type

0804a00c 00000167 R_386_JUMP_SLOT

08042010 00000207 R_386_JUMP_SLOT
: 14 00600367 R 386 JUMP S

a3 11. Elf32_Rel &t

[Z8 11]& R 0x804a00c(read@goto] UH-1)
o 24107, 207, )7t BT o] AEL 07
HEo AuiAEYS =51, 135S SYMTAB
o 29 ARWMEE =3tk 78 0x000001070 A
000001 SYMTAB 749 W3, 072 2 Aol
o [2¥ 1012 H®W SYMTABY Fai=

0x80481ccoltt. SYMTABeo] =EG =& =242

((ELF32_SYM*)SYMTAB)[Number]o] €t}
28 W 0x80481cc(SYMTAB)+ 1*16(ELF32_SYM
o =77t AA A7F "

Ozl 12, 0x80481cc+162 2 |

[Z2¥ 12]= ELF32_SYM =4 F&o|t}
0x80481dc Elf32_sym<Oxla, 0, 0, 12h, 0, 0>°]&
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X/s 0x804823c+0x1A

IXBO48256: "reaq”
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