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ABSTRACT

Internet technology is universal, news from the Web browser, shopping, search, etc., various
activities have been carried out. Its size becomes large, increasing the scale of information
security incidents, as damage to this increases the safety for the use of the Internet is
emphasized. IE browser is ASLR, such as Isolated Heap, but has been continually patch a
number of vulnerabilities, such as various protection measures, this vulnerability, have come up
constantly. And, therefore, in order to prevent security incidents, it is necessary to be removed to
find before that is used to exploit this vulnerability. Therefore, in this paper, we introduce the
purge is a technique that is used in the discovery of the vulnerability, we describe the
automation technology related thereto. And utilizing the known vulnerabilities, and try to show
any of the typical procedures for the analysis of the vulnerability.
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OWASP(The Open Web Application Security
Project)= 2Ea § ofEgAlold He ==
AEoitt. 20131 10th ) o =2|AolAe
ofiell ois] WEITE. OWASP TOP 102 $l
ofEgAlelA HF FolM W=7 weo] TSt
i, Bk e A € 5 de AE 107HA
£ AdAste] 3d @92 g

OWASP Top 10 - 2010 (Previous) |

AL Injection

OWASP Top 10 - 2013 (New)

| a1 -injaction

A3 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management

22 — Croc-sits Serljitlng [X88} | &1 - crowsite salpting xes)

A - Inacurs Direct Object Reterences A - Ingecurs Diract Object Reterances

A6 — Secarity Misconliguration | 25— security Miscon Rguration

A7 - Insecura Cryptagraphic Storage - Mergad with AD 26 — Sanslthvg Data Exposur

AR - Fallure to Restrict URL Access - Brosdened inte A7 - Missing Function Level Access Control

A% - C104%.5118 Request Forgery (CSRF] AR - C164.58 Requast Forgery (T5kE]

<buried in AB: e [m—n.i.‘x.mmmu«mmm

scontigurations

A10 = Unvalidated Redirects and Forwards | 810 = Unvalidated Rediects and Forwards

A9 - Insutticient Transport Layer Protection Immm:lmilmmmm

2% |. OWASP TOP |0
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