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ABSTRACT

Recently, As the interest of the drone has increased the fields such as broadcasting, disaster site and leisure
which uses the drone has been constantly expanded. However, an invasion of a person’ s privacy and a threat
of hacking attack also have increased as population of drone. High-resolution cameras mounted on drones can
take a photo or real-time video anytime and anywhere. It causes the invasion of privacy from private houses,
buildings, and hotels.

In this paper, we perform a security vulnerability assessment tests on the camera’s from common commercial
drones and we propose the countermeasures to protect the drones against unauthorized attacker who attempts
to access the drone’s camera from internal or external. Through this research, we expect the Aviation Act and
legislation accept the concept of security and provide the polices such as drones equipped with security devices
from the production stage to promote drone industry.
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