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ABSTRACT

Recently on IoT environment, there is necessary of protected network, which is only
specific user can access it. Applying OAuth protocol on IoT, it can be easier to
construct network authentication system, but it is hard to construct protected network
authentication system. And there is weakness of OAuth protocol, which is easily
attacked by sniffing Token by attacker. So, it is necessary to secondary authentication
for OAuth. In ultimate IoT, the fog computing is essential. Fog computing is extension
of cloud that enables networking not only in core system but also in edge system and
communication node to node. Strength of fog computing is location awareness, support
for mobility, and so on. If authentication in fog computing uses this strength, it can be
more specialized in Fog Computing. So, in secondary Authentication, using
Cyber-Physical-Social System will increase convenience of user than using existing
authentication system, such as authentication certificate, id/password and group Kkey,
which 1is inconvenient for wuser. This study 1is about authentication based
Cyber—Physical-Social System.
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