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ABSTRACT

In the Past, Trend of car security was Physical Something like doorlock system, and The Generation
did not have skills connecting External devices. Through Car Development is up, that trend of car
security Changed Physical Security to Intelligence Security. This Changes give a chance to hackers
to attack this system. This System use CAN(Controller Area Network) Protocol which have three
vulnerabilities. First, ID Spoofing, Twice, D - Dos Attack, Third, Android Application Injected

Modern cars have many ECU(Electronic Control Unit) to control devices like Engine ON/OFF, Door
Lock Handling, and Controlling Handle. Because CAN Protocol spread signal using broadcast, Hackers
can get the signal very easily, and Those often use Mobile devices like Android or IOS to attack
this system. if bluetooth signal is spread wide, hackers get the signal, and analysis the bluetooth
data, so then They makes certain data to attack ECU, they send the data to ECU, and control ECU
installed car. so | suggest that | will prevent this attack to make Auth system and prevent this
attack in end of Android.
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|. Introduction
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ll. System Design and Main Functions
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Fig. 1. Data — Frame(CAN)

ECUZ o] Sefolwoll WAAE B
2w wze EE FAste] ded B
ECUL A/ A & stk w2 287 et
W ECUS Jel& elAA D nes Age,
Dgkol Fe5E $HE907 Btk a9
CSMA/BA &4l W& ARgshe CANS F
A9 =2 4e)E 7HA 3, SUIFE Bit 0

ZAAIE BE 1& 7Y, 28 A ECUE©]
WA A S S Ao BUH Identifier Z=5 2
A&l ==7F 180 HIEZF EA5E ¢4 &9
2 QA a1, HEzHow 3h}tel wAA
FAlE T

2.1 Identifier Spoofing
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2.2 DOS
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2.3 Android Application Injected
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IIl. How to Prevent this Attack
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3.1 Spoofing Prevention
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3.2 DOS Prevention
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3.3 End of Android Prevention
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[V. Conclusion
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