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ABSTRACT

Financial information systems play such a pivotal role in the financial institution services that are provided
for a large customers on the basis of various information including the personal information. As for the
personal information collected during the transactions in the financial information systems, huge efforts and
investment have been made to protect previously them from being inappropriately misused or illegally used if they
could be released. Unfortunately, the frequent accidents on the leakage of sensitive personal information have
occurred recently not only by external service users but even by internal system users. Therefore, the aim of
this study is to suggest a model of advanced two-channel authentication for internal users in order to increase
the stability of financial information systems with enhanced security.
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