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ABSTRACT

This paper describes a small-area hardware implementation of the block cipher algorithm CLEFIA-128 which
supports for 128-bit master key. A compact structure using single data processing block is adopted, which
shares hardware resources for round transformation and the generation of intermediate values for round key
scheduling. In addition, data processing and key scheduling blocks are simplified by utilizing a modified
GFN(generalized Feistel network) and key scheduling scheme. The CLEFIA-128 crypto-processor is verified by
FPGA implementation. It consumes 823 slices of Virtexs XC5VSX50T device and the estimated throughput is

about 105 Mbps with 145 MHz clock frequency.
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Fig. 1. 4-branch GFN of CLEFIA
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Fig. 4. Simulation result of CLEFIA-128 core
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Table 1. Summary of CLEFIA-128 core

Device Virtexd XC5VSX-50T
Maximum clock frequency 145 MHz
Throughput 105 Mbps
Slices 823
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Fig. 5. FPGA verification result of CLEFIA-128 core
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