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A Design of Crypto-processor for Lightweight Block Cipher LEA
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ABSTRACT

This paper describes an efficient hardware design of 128-bit block cipher algorithm LEA(lightweight
encryption algorithm). In order to achieve area-efficient and low-power implementation, round block and key
scheduler block are optimized to share hardware resources for encryption and decryption. The key scheduler
register is modified to reduce clock cycles required for key scheduling, which results in improved
encryption/decryption performance. FPGA synthesis results of the LEA processor show that it has 2,364
slices, and the estimated performance for the master key of 128/192/256-bit at 113 MHz clock frequency is
about 181/162/109 Mbps, respectively.

79

Lightweight Encryption Algorithm, LEA, IoT Security, Information Security, Secret Key Encryption

iff

(S - Il. LEA E5S L4112

ul
it

thFgk 717]1E0] QB AAE I3t = E5Y43% LEAT 128HE9 HE/UITE &5
Zholu EF glo] AR HRE wBst FH3 S 128/192/256HI EQ| utAE 2 453/ H 53}
AFERJIEIY (IoT: Internet of Things) 7]1&©] W 3} 128H|E9 ASE/BFES AAPste U7
£xg Agstda 9o ~AnE F 2AntE W 943 duglEolth. LEAE ARX(Addition
Hb Alxdl T ohefgt ok #F YA H8E3 -Rotation-XOR) A4HE 7|HEe 2 3k Feistel Ak
Atk IoTE 74 UMESIE 53l tlolHE A% Fxolm, ntxE7|9 Zolo| wal 24/28/32 2
St S AU oo HQl AXZE 0, nlolgx =9 dAkE T dusl/Esst o] R
o =22 4 9gon, FRHS %o Lo Tk 128/192/256H E 9] nl~El7|2RE A==
FAolth[1] ToT Etel AFst=s sidd A 19281 E9] 2E 7|7} 2= W] A-gdrt
(lightweight) €5¢%& dag]5E°] Alt=aL B s RHE @99 ARX dAitem F
o, B =FoAes Euet 7t BEoE A AEe FEI IHHS AT FAo S-box
g9y 1288E E2943 ZuelE LEAR]S IoT o AL wiAlste] A% F3o] 71538t [3]
A HAAstEE HH3 LEA ¢5/55 = LEA €38E9 #A Fx== 19 1% 2
ZARE AABIAT o, 75 Adse 7] A=Y A4

e

X0 ot i of

o
il

- 401 -



Pes 715 AgStel gEsl/BEs A4S +
Pake ges Pz PHAL Fus A
B33} Bge AR o Ao ootk

B =RAE 128¥ES HE/ITE EE
128/192/256H E¢] u}l2E]7|2 o535}/ B33}
o 128¥1E°| tEE/PES HASE LEA ¥E
[R5 Z2AME AASAT 2AE LEA o]
o AA P O 29 RO BeE BE, )

2AEY 5, Ao BEo2 FAHAY =
EE& nlxEY Dol 128/192/256H Eo) ule}

24/28/3291 9] = ®EIS FI A5/ HI A
S Fsiy, 7] 2AEY B85S 4 s d
Aboll AHEE = 1928 ES] 2= 7]E on-the-fly

p

Aoz AT AUy 7S s Fe=
B85 20E 22 AdAsgen, d¥ A

fol
Md
L

(data_in)& &fste] wxE7]e} FE/ S
AR Ao R JEEHER St =3, vk
g 7]e] dojol wE 37HA R 45sl/ 555}
date] stego] Aol FRHHES AU

31 g2t £5

o= HEL 128HEQ HE/ITE 7] 2
A€o o) HAEE 1RHES et J5
dgito} s A4bE MHEHOZ X dte] <

5/55 Asks s

Text_in XEE 53] Y= 128HIES HiE
JUTELS PRE G g 4F2 FI)d AA A
Bl Bl A 2Eol AAETH 128¥E9 HE/

TE <YYol ¥E" T, mode Az uwel
mode=0°]¥" ¢33 T Ailo]l FIYHI,

mode=1°|H E353} ZF= dite] 3T &
= BEE9 YF HA2H, XOR, 32HE REZ
(modulo) 7Ht/ 74t Feol ¢33t 239 B35
& FfRHEA st=dol Aol HaASHEE

data_in

f

clk —> Key
Scheduler = 32, .
¥
Round text_out

— 32 =

rsm TEL Function
mode —
2 Constants T
k_mode <> Generation
Control Unit out_en

’I‘ T
text_in_en key_in_en

O3 2. LEA &d5/535 ZZ2 MM
Fig. 2. LEA encryption/decryption processor
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Fig. 3. Simulation result of LEA crypto-core
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Fig. 4. FPGA verification result of LEA crypto—core
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