
2015년 추계학술발표대회 논문집 제22권 제2호(2015. 10)

*, **

e-mail : kmjeong@kisti.re.kr, jinsuk@kisti.re.kr

A Study of Detection Method for Kernel based Malwares 

in Mobile Android OS

Kimoon Jeong*, Jinsuk Kim **
*Dept. of Supercomputing Service Enter, Korea Institute of Science and Technology Information

** Dept. of S&T-SEC, Korea Institute of Science and Technology Information

       

OS ,
.

(Rooting)
. (Rooting)

.
UID (User) (Root)

. OS
.

1.

.
OS

.

(Rooting)

.

.

.

(User)
(Root)

.
.

2.

( 1) OS 

( 1)
. Application Framework

. Libraries and Binaries

- 865 -



2015년 추계학술발표대회 논문집 제22권 제2호(2015. 10)

C
. Android 

Runtime Dalvik 
. Dalivik 

. Linux Kernel

,

.

TaintDroid[1], 
Andromoly[2] .

(Rooting)
. (Rooting)

SEAndroid[3], HwanTaek[4]
.

3.

( 2) .
(root) init process

zygote process , zygote process
(user) 

.

( 2) Rooting 

uid 
. init process uid = 0 , zygote 

process uid = 0 . user 
application process uid 0 4~5

. application process fork
uid 0 .

(rooting)
uid 0 root uid = 0

.

uid uid 0 user
uid = 0 root 

(rooting) 

.
(rooting)

(rooting) .

root 
( 3) 3
.

( 3) Rooting 

4. Conclusion

(rooting)
.

user root 
. rooting 

rooting

.

[1] William Enck et al, "TaintDroid: An Information-Flow 
Tracking System for Realtime Privacy Monitoring on 
Smartphones," the USENIX Symposium on Operating 
Systems Design and Implementation, Oct. 2010.

[2] Asaf Shabtai, Uri Kanonov, Yuval Elovici, Chanan 
Glezer, Yael Weiss, "Andromaly:a behavioral malware 
detection framework for android devices," Journal of 
Intelligent Information Systems, vol.38, Issues.1, Feb. 
2012.

[3] SEAndorid, http://seandroid.bitbucket.org/
[4] Lee, Hwan-Taek, Minkyu Park, and Seong-Je Cho. 

"Detection and prevention of LeNa Malware on 
Android." Journal of Internet Services and Information 
Security (JISIS) 3.3/4: 63-71.

[5] Enck W, Ongtang M, McDanael P, "Understanding 
Android Security," IEEE, Jan.-Feb. 2009. 

- 866 -




