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2.1. Peris-Lopez
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1: Tag identification
(1) : hello
(2) : IDS(n)

2: Mutual authentication
(1) : A||B||C
(2) : 1

< 1> Peris-Lopez’s Mutual authentication: Tag Reader
LMAP[3] M2AP[4] EMAP[5]
T R:D T R:D||E T R: D||E
A= IDS(n) K1(n) n1.
B= (IDS(n) K2(n))+n1,
C= IDS(n)+K3(n)+n2,
D= (IDS(n)+ID)

n1 n2.

A= IDS(n) K1(n) n1,
B= (IDS(n) K2(n))

n1,
C= IDS(n)+K3(n)+n2,
D= (IDS(n) ID) n2,
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A= IDS(n) K1(n) n1
B=(IDS(n) K2(n)) n1
C= IDS(n) K3(n) n2
D=(IDS(n) K4(n)) n2
E=(IDS(n) n1

n2) ID KI(n)
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4.1.1 (Eavesdropping), (Relay attack)
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