
2015년 추계학술발표대회 논문집 제22권 제2호(2015. 10)

*, **, ***

issuxark11@korea.ac.kr*
gkstmddn87@korea.ac.kr**

jbhur@korea.ac.kr***

Heartbleed Detection and Countermeasure

Youngjin Jang, Seung-Woo Han, Junbeom Hur
Dept. of Computer Science and Engineering, Korea University

       

OpenSSL , SSL/TLS 
encryption

. .

1.

2014 4
OpenSSL 

(Heartbleed)
.

OpenSSL

OpenSSL

, ,
.

900

.

OpenSSL OpenSSL
2012 3

OpenSSL 1.0.1

[2].

.

.
.

2. OpenSSL Heartbleed Bug

OpenSSL Secure Sockets Layer(SSL) Transport 

Layer Security(TLS) 
. SSL/TLS

.
SSL/TLS

.

[1]. .1
OpenSSL

.

OpenSSL Transprot Layer 
Security(TLS) / Datagram Transport Layer Security (DTLS) 
Heartbeat Extension(RFC6520) 

[1]. Heartbeat OpenSSL

. Heartbeat Request
Heartbeat 

Request Module , , ,
.

- 591 -



2015년 추계학술발표대회 논문집 제22권 제2호(2015. 10)

.

. Heartbeat Request
64KB

Heartbeat Request
,
.

Heartbeat Request 

[4].
TLS Heartbeat Request .

Fig. 2 Heartbeat Request Message
. p Heartbeat 

. n2s() 16
payload 2

. pl Heartbeat Request
. payload

Heartbeat Request 
64KB

.
.

Fig. 3 Heartbeat Response 
. bp Heartbeat Response

.
1 bp .

s2n() 16 2
bp . memcpy

payload pl
bp hearbeat response 

. payload
64KB 

.

0
. Hearbeat Requeset SSL3 structure

s3->rrec.length 
. . 4 OpenSSL

[6].

3.

2 . 3

.
.

3.1 

. OpenSSL

.

[5].
3.2 

.

. (fuzzy) 

.

.

.

.

OpenSSL

[3].
3.3 

Address 
Accessibility Checker

.

- 592 -



2015년 추계학술발표대회 논문집 제22권 제2호(2015. 10)

Address Accessibility Checker
, , ,

.

.

[3].
Snort

[7]. Snort Rule Engine

.
Heartbeat Request

Snort 
[8].

4.

OpenSSL
.

.

Address Accessibility Checker

.

2013 ( )
(No. 

2013R1A2A2A01005559). 2015
( )

(No.R0190-15-2011,IoT 
).

[1] Weaver, A.C., Secure Sockets Layer, IEEE Computer 
Volume39, 2006

[2] The Heartbleed Bug. http://heartbleed.com 
[3] Wheeler, D.A., Preventing Heartbleed, IEEE Computer 

Volume47, 2014
[4] Carvalho, M, DeMott, J., Ford,R., Wheeler, D.A.,

Heartbleed 101, IEEE Computer Volume12, 2014.
[5] James A. Kupsch and Barton P. Miller, Why Do Software 

Assurance Tools Have Problems Finding Bugs Like 
Heartbleed, SWAMP, 2014

[6] Anatomy of OpenSSL’s Heartbleed,
http://www.theregister.co.uk/2014/04/09/heartbleed_expl
ained/

[7] Snort, http://www.snort.org/

[8] Yu Zhang., A Snort-based Approach for Heartbleed Bug 
Detection, International Conference on Computer 
Science and Electronic Technology(ICCSET), 2014

- 593 -




