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-s_alecl * from user where id="alied’ AND password="xx' OR 1=1 ' }

Q‘;s_ele:i “from user where id=abcd’ AND password="0¢ OR 1=1 }

[l SQL Injection Vulnerability Explain
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IV, Security Policy
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IV. Case of Code
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. String tableName= props.getProperéy(”jdbc.tabIeName");
: String name = = props getProperty("j bc.name");

2 String_query = "SELECT * FROM ™ + tableName
WHERE Name =" + name;

: stmt = con. prepareStatement(query);

: rs= stmt.executeQuery();

: “catch (SQLExceptionsgle)
: finally
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: String tabIeName— propsgetPropert{)( JdbctabIeName)
: String name = props etProperty “jdbc.name")

: String query = "SELECT * FROM 7 WHERE Name = ? " ;
stmt = con.prepareStatement(query);

: stmt.setString(1, tableName);

: stmt.setString(2, name);

rs= stmt.executeQuery();

10 catch (SQLExceptionsqle)

11: finally
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IV. Conclusions
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