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2.2 SQL injection %%

dE Eo] olgfe} & Java o2 FAHE ZE=
7F vkar 7Hg gk

String sql = "select name from member where

a4 @,

userid=""+userid+"’ passwd=""+ passwd +
AFg2F7) ofolt]of test’ or 1=1 - - ol&= IS

st DBAH o ofget 22 HEolrt A H A

rUO

o]
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s

String sql = "select name from member where

userid="test’ or 1=1 —— ' passwd=""+ passwd +“;

H'q SQL —E‘ }'9/] Z—j_.ﬂ]——}'j ‘(‘501—/6]— true7]. QEE XE_]'—
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String sql = "select name from member where

W,

userid="admin’ —- passwd="+ passwd +
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E

{3 SqReplacer

 addParams()void

© figrite(String):void

 codeReplace{String String)-boolean

& paramLineSearch(String String) boolean

T LW
(9ASPSqIReplacer (3JavaSqReplacer
QDASPSq\Replacer() OD JavaSqReplacer()
 addParams():void  addParams(}:void
 paranLing3earch(3iring, St boolean & codeReplace(String String) bockean
@ codeReplaca(Siring String) baolsan o flelrte(String)-vaid
@ fileWrite(String):void @ paramLing3earch(3iring, 3tring) boolean
(5CSharpSqiReplacer
ec CSharpSqReplacer()

@ addParams(jvoid

@ paramLingSearch(String, Siring ) boolean
@ codeReplace(3trng String)-boolean

@ figWrite(String) void

[ 1] E3: 2 dolojasl A

H =RoAs 2w 3= thokdl JHES
2F westel Nelsy] oele Riel demw of ; p
string sql = "select name from member
et 2 27 stelA B AESHAT . .
where userid=""+userid+"" ";
A, QAekel SQL ~agEe] Ange sw 4 | S0 and passwdTpasswdT
28 W oollg AN IAE BTE AL 7}5E SqlCommand cmd
o] T oA AAAEHL A9 d 7| RAEE = new SglCommand(sgl, conn);
ulo 2 @59l SqlDataReader dr = cmd.ExecuteReader();

(1] B9 g2l SQL =3 HE F=(Ch.net)

= A% W3 Zegdo] Ay BAge (18 2] string sqgl = ”"select name from member
9o} 7ot where userid=@userid ";
sgl += " and passwd=@passwd”;

SglCommand cmd

= new SglCommand(sgl, conn);
cmd.Parameter. AddWithValue(@userid,userid);
cmd.Parameter. AddWithValue(@passwd,passwd);

[3%2] M7 F9 Z=(CHnet)
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StringBuilder sql = new StringBuilder();

sql.append(”select name from member”);

rm nr H)-
’

sgl.append(” where userid="" + userid +

rmn

sql.append(” and passwd='" + passwd + "' ");

stmt = conn.createStatement();

rs = stmt.executeQuery(sql.toString());

[%3] W7 A 2kl SQL 2= HE F=(Java)

StringBuilder sql = new StringBuilder();
sql.append(”select name from member”);
sql.append(” where userid=? ");

sql.append(” and passwd=? ");

stmt = conn.prepareStatement(sql.toString());
stmt.setString(1, userid );

stmt.setString(2, passwd );

[3£4] ®73 $9 F=(Java)
3. ZE

2 =i AE SQL A FA gk o]
o] d3to 7 7|Ed s T2 I=5 A5
of SQL A% &4 FHoFg ekl SQL A+
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A& A=t wiyiRigstdE FEE e 2
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