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. <3t 1> IEC Standard for ICCP
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ICCPZ& AHLEM & ICCPE SM o] COTPS TPKT
F AFE F7sko Ag-g@th COTPE TCP9 7]1%5°] A
o] FAEAIRE TCPE 2EY 7]Hke] AL AFsle db
W COTPE #HZ 7|wke] FA1& AlFstct. TPKTe 4%

TCP/IP 28 $folA COTPE AH&3t7] S8 ARg-rh.
= ST (e}
o] 7 ZREZE ol&ste] dA A& & TCPH/IP
[e] = O 2~
28 Qo = ICCPEREEZES 5% & 4 Ut
CONTROL CENTER
APPLICATIONS
APPLICATION INTERFACE
lccp ISO 9594
IS 571 ITT ISC &
1SO 9506 F':T’)fw % 4%(02 MHs+ | DIRECTORY Cow;s_m
MMS : SERVICE*
= ISO 8650/2 ACSE
¢ I1SO 8623/8824/6825 PRESENTATION
5] ISO 8327 SESSION
g ISO TRANSPORT (CLASS 4, 2", 0°)
Z (s 1S[ES-1S ISO 8473 NETWORK
o _C_T_ x _5_39 _82_05_
FDDI MAC*
% IEEE 802.2 LLC (SO 9314 2
=| IEEE8023 IEEE 802 5* FIBER LAN" 1SO 7776 (LAP - B)
CSMA/CD TOKEN RING 1SC 9314 - 1/3
10M - bps RING FODI* .
ETHERNET MEDIA MEDIA X 25 DATA NETWORK
LAN LAN LAN WAN NETWORK

* Indicates optional function
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1) Matthew Franz, ICCP Exposed
Attack Surface of the “Utility Stack”, 2007
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<3 2> Conformance Block
Conformance
Supported Feature
Block
Block 1 Basic Service
Extended Data Set and Condition
Block 2 L
Monitoring
Block 3 Blocked Transfer
Block 4 Information Message
Block 5 Device Control
Block 6 Program
Block 7 Event
Block 8 Accounts
Block 9 Time Series
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