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13 1. AES Core Architecture
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InvCipher (byte in[4*Nb], byte out[4*Nb], word
w[Nb* (Nr+1l)]) begin byte state[4,Nb]

state = in

AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-11) //
See Sec. 5.1.4

for round = Nr-1 step -1 downto 1
InvShiftRows (state) // See Sec. 5.3.1
InvSubBytes (state) // See Sec. 5.3.2
AddRoundKey (state, w[round*Nb,
(round+1) *Nb-1]) InvMixColumns (state) //
See Sec. 5.3.3

end for

InvShiftRows (state) InvSubBytes(state)
AddRoundKey (state, w[0, Nb-1])

out = state

end
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KeyExpansion (byte key[4*Nk], word w[Nb* (Nr+1)], Nk)
begin

word temp

i=0

while (i < Nk)

wli] = word(key[4*i], key[4*i+l], key[4*i+2],

key [4*i+3])

i=1i+1

end while

i =Nk

while (i < Nb * (Nr+l1)]

temp = w[i-1]

if (i mod Nk = 0)

temp = SubWord (RotWord (temp)) xor Rcon[i/Nk]

else if (Nk > 6 and i mod Nk = 4)

temp = SubWord (temp)

end if

w[i] = w[i-Nk] xor temp

i=41i+1

end while

end

Note that Nk=4, 6, and 8 do not all have to be
implemented;

they are all included in the conditional statement
above for
conciseness.
for the
Cipher Key are presented in Sec. 6.1.

Specific implementation requirements
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2.2 Simulation
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1. FIPS-197 sample vector test

. Back-to-back ciphertext test

3. ECB-AES128/192/256.Decrypt sample vector
test. SP800-38a appendix F
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4. GFSbox Known Answer Test. AESAVS
appendix B

5. KeySbox Known Answer Test. AESAVS
appendix C

6. VarTxt Known Answer Test. AESAVS
appendix D

7. VarKey Known Answer Test. AESAVS
appendix E

8. Random vector test

2.3 Verification
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