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ABSTRACT

The use of Radio Frequency Identification technology (RFID) in medical context  enables not 

only drug identification, but also a rapid and precise identification of patients, physicians, nurses 

or any other healthcare giver. The combination of RFID tag identification with structured and 

secured Internet of Things (IoT) solutions enables ubiquitous and easy access to medical related 

records, while providing control and security to all interactions. This paper  defines a basic 

security architecture,  easily deployable on mobile platforms, which would allow to establish and 

manage a medication prescription service in mobility context making use of electronic Personal 

Health Records. This security architecture is aimed to be used with a mobile e-health application 

(m-health) through a simple and intuitive interface, supported by RFID technology. This 

architecture, able to support secured and authenticated interactions, will enable an easy 

deployment of m-health applications. The special case of drug administration and ubiquitous 

medication control system, along with the corresponding Internet of Things context, is presented.  
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Ⅰ. Introduction

Internet of Things (IoT) encompasses a set of 

technologies that enable a wide range of 

appliances, devices, and objects (or simply    

“things”) to interact and communicate    

among themselves using networking   

technologies.   Human  beings supply most of 

the contents and information found on Internet 

so far, whereas in IoT, small devices are 

frequently the active element that provides   

the information. Healthcare systems use a set  

of interconnected devices to create an IoT 

network devoted to healthcare assessment,   

including monitoring patients and automatically 

detecting situations where medical interventions 

are required [1]. 

Ⅱ. Security Issues

The fact that personal private data will be 

collected through tele-monitoring implies the 

need for strategies and mechanisms to ensure 

adequate security and privacy. As highlighted, 

“having every ‘thing’ connected, new security  

and privacy problems arise, e.g., confidentiality, 

authenticity, and integrity of data sensed and 

exchanged by ‘things’.” This author lists the 

standard security requirements [1, 2]. 

1) Data authentication: As a principle,   

retrieved addresses and object information     

must be authenticated; 

2) Access control: Information providers must 

be able to implement access control on the data 
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provided; 

3) Client privacy: Measures need to be  

taken that only the information provider is able 

to infer from observing the use of the lookup 

system. 

Ⅲ. Public Security Techniques of the IoT

 In the application system of the Internet of  

Things, the main security problems are 

following [3]:

•Skimming: When a terminal device or a  

RFID (Radio Frequency Identification) card   

owner is insensible, information has been read.

•Eavesdropping: In the communication   

period, information is intercepted.

•Spoofing: Forge, copy the data of device, 

and enter into the system as an impostor.

•Cloning: Cloning the terminal device.

•Killing: Destroy or steal the terminal 

device.

•Jamming: Jam device by forging data.

•Shielding: Make the terminal device  

unconnected by taking mechanical measures.

Ⅳ. IoT Architecture and Security Architecture

IoT, as a fusion of heterogeneous networks,  

not only involves the same security problems 

with sensor network, mobile communication  

network and the Internet, but also more 

particular ones, such as privacy protection 

problem. The structure of IoT is generally 

divided into three layers, including  perception 

layer, network layer, and  application layer. 

Some systems take the network support 

technology (such as network processing, 

computing technology, middleware technology, 

etc.) as the processing layer. Literature shows 

IoT system structure divided by the three 

layers. It makes a summary of the threats and 

the requirement analysis about IoT security 

architecture. It embodies the concept of human 

central nervous system and social structure. 

This paper will discuss three layer structures 

[4]. To resolve the problems of static defense 

strategies, the proposed approach adopts 

dynamic and circular defense processes against 

security threats. Its frame is shown in Fig. 1. It 

consists of five links. The first link Security 

Threat Detection collects and analyzes original 

IoT network packets. The other links perform 

based on the analysis  results provided by the 

previous link. All links serve IoT security [5]. 

Fig.1  Frame of IoT security

Ⅴ. Conclusion

In this paper, the public security techniques 

of the Internet of Things are analyzed. Also, 

we introduce a deployment model for wireless 

sensor networks for pervasive healthcare based 

on the concepts of patient area and medical 

sensor networks. 
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