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ABSTRACT

The data which is sensed on USN(Ubiquitous Sensor Network) environment is concerned with personal
privacy and the secret information of business, but it has more vulnerable characteristics, in contrast to
common networks. In other words, USN has the vulnerabilities which is easily exposed to the attacks such
as the eavesdropping of sensor information, the distribution of abnormal packets, the reuse of message, an
forgery attack, and denial of service attacks. Therefore, the key is necessarily required for secure
communication between sensor nodes. This paper proposes a KDPC(Key Distribution Protocol based on
Cluster) using ECDH algorithm by considering the characteristics of sensor network. As a result, the KDPC
can provide the safe USN environment by detecting the forgery data and preventing the exposure of
sensing data.
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