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ABSTRACT

Recently, the kind and number of malicious code, which operates in Operation System of smart devices, are
rapidly increasing along with the fast supplement of smart devices. Especially, smart devices based on Android
OS have high potential of danger to expose to malicious code as it has an easy access to system authority.
When using intent, the global message system provided from Android, inter approach between applications is
available, and possible to access to created data by the device. Intent provides convenience to application
development in the aspect of reusability of component however, it could be appointed as a risk element in
security—wise. Therefore, if intent is used in malicious purpose, it is easy to lead the condition where is weak
on security. That is, it is possible to control as accessing to resources which application is carrying to operate
by receiving intents as making smart device uncontrollable or consuming system resources. Especially, in case
of system authority is achieved, the risks such as smart device control or personal information exposure
become bigger when misusing broadcast intent through malicious code. This paper proposes a corresponding
method of security vulnerability of Android intent that monitors the appearance of intent with intent pattern
inspection, detects and blocks unidentified pattern intent.
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android.intent.action.

HEADSET_PLUG

2011-10-2519:34:45

android.intent.action.

USER_PRESENT

2011-10-2519:34:37

android.intent.action.
ACTION_POWER_DISCONNECTE

D

2011-10-2519:34:36

android.intent.action.

SCREEN_ON

2011-10-2519:34:33
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IntentFilter  filter = new IntentFilter ( Intent. ACTION_SCREEN_OFF);

filter.addAction( Intent. ACTION_SCREEN_ON );

filter.addAction( Intent. ACTION_HEADSET PLUG );
filter.addAction( Intent. ACTION_CONFIGURATION_CHANGED );
filter.addAction( Intent. ACTION_TIME_TICK );

registerReceiver( new BroadcastReceiver() )
{
@Override
public void onReceive ( Context context, Intent intent ) {

/ Service Execute

1 ﬁltir);
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