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ABSTRACT

Recently target oriented attacks which target an enterprise and a government agency are increasing. The
starting point of APT(Advanced Persistent Threat), called as target oriented attacks, is the spear phishing
email that is personalized based on the information collected via Internet of the target personnel. It is known
that 94% of target oriented attacks use spear phishing emails. Therefore, in this paper, we analysed spear
phishing methods in detail and the characteristics and recent trends of spear phishing threats and proposed
the effective prevention method of spear phishing for the end user.
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