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ABSTRACT

Hacking damage is increasing year by year in the Internet payment service credit card applying the digital signature
method of PKI—based first domestic, secure payment, was 180 million won in 2012. Revenues have soared for phishing
that Smishing using smartphone after entering 2013. Hacking accident to the secure payment system using Smishing has
occurred took over personal information and financial direct damage. In this paper, we analyzed for Smishing, to prevent
the damage of secure payment using Smishing to study the hacking attack of secure payment. In addition, it would be
studies to allow through the smartphone, online payment safer and more convenient.
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#./andrapkirto.py = /root/Desklop, smartiling. apk
PERMISSIONS:

‘android, permission RECEIVE_BOOT_COMPLETED ['normal’, “automaicall start at boot, *4l0ws an application to stait sl
5 s00n @ the system has finished booting. This can make taks longer o start he phone and allow the application to slow down
the overall phone by always runring. ]

android. permission READ_PHONE_STATE [*dangerous’, ‘read phone state and idertty’, "Allows the appication 1o access:
the phone festures of the device. An apolication Wit this permission can deteming the phone number and sefial number of this
phone, whether a callis active, e number that callis connectsd to and so on.']

‘android. permission. ACCESS_NETWORK_STATE [nomal, “iew network stss’, “allows an application o view he stabis
of all networks. 1

andioid. permission RECEIVE 1M ['dangerous:, ieceive M3’ “allows sppicaion 1 rsceive and process M3
messages. alicious applications may monitor your messages oF delets them wihout showing them to you. ]

‘android. permission. WAKE_LOCK ['nommal’, ‘prevent phone fiom sieeping’, “4llows an applicaton o prevert e phone from
soing to sleep.’]

‘andrwid. permission RECEIVE_SMS [ dangerous’, recelve SMS, "#llows appicaton o receive and process SiS
messages. vialicious applications may monitor your messages oF delets them wihout showing them to you. ]

andrmid. permission NTERKET ['dangerous:, il nemet access’, “Alows an application to create network sockets. ]

‘android. permission WRITE_EXTERNAL_STORAGE ['dangerous’, modfy/delste SD card cortents, “Alows an applicaon
10 write tohe SD card. ]
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public int a(String paramStringl, String paramString2)
£
L e Fostlise 1);
if (this.b,a{"CHD_GETTIME"))
{

b("register->register request is exist!™);
return -1;
)
Hashifap localliashMap = new Hashifap();
localHashMap, put("sn”, paras$tringl);
localHashMap, put("sbody”, paramString2);

return this.b.a("CHD_GETTINE", "hetp://z10.209,72.103/u news.asp”, lncalﬁaahxapj:l
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