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ABSTRACT

Data and network security for e—Healthcare Systems are a primary concern due to the easiest deployment area
accessibility of the sensor devices. Furthermore, they are often interacting closely in cooperation with the
physical environment and the surrounding people, where such exposure increases security vulnerabilities in
cases of improperly managed security of the information sharing among different healthcare organizations.
Hence, healthcare—specific security standards such as authentication, data integrity, system security and internet
security are used to ensure security and privacy of patients' information. This paper discusses security threats
on e—Healthcare Systems where an attacker can access both data and network using masquerade attack.
Moreover, an efficient and cost effective approach for countermeasures is discussed for the delivery of secure

services.
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The recent advances in Information and
Communication Technology domain have given
rise to many networks and application as well.
The efforts done by different researchers have
produced huge and beneficial technologies,
devices, and services adhering to them. Those
devices are typically designed for specific tasks
such as sensing, data processing and
communication purposes. With this regards,
security is primary concern to ensure the whole
communication between the devices passing
through networks systems. Following the
problem statement, many novel challenges ore
offered by the growth of the application’s
wireless healthcare offers, like, reliable data
transmission, node mobility support and fast
event detection, timely delivery of data, power
management, node computation and middleware
[1-3]. In addition though, deploying new
technologies in healthcare applications without

considering security often makes patient privacy
vulnerable.  For instance, the patient’s
physiological vital signals are very sensitive (ie.,
if a patient has some embarrassing disease), so
any leakage of individual disease data could
makes him/her embarrassed. In fact sometimes
revealing disease information can result in a
person losing his/her job, or make it impossible
for him/her to obtain insurance protection. The
latter trend marks an ever—growing and clamant
need for protecting the confidentiality and
integrity of health—care information, whilst at
the same time ensuring its availability to
authorised health—care providers. However, one
has to acknowledge the fact that complete
protection of data is, in practice, neither feasible
nor possible. This paper deals with data and
network attacks on healthcare system by
masquerade attack and we describe a
countermeasure protocol based against this
attack. The remainder of this paper is organized
as follows: Section 2 present related work while
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Section 3 describes the attack countermeasure
applied. Finally Section 4 concludes the paper.

II. RELATED WORK

For the trustworthy of data and network
security of the eHealthacare systems, a large
number of protections techniques have been
addressed. In the following, we provide an
overview of some existing security
implementations for eHealthcare systems. A
solution to unsure the communication among
wireless sensor network to support eHealthcare
systems has been proposed in [4]. A
classification level based has described where
the information among the system is leveled
from level 5 to level 1. Level 5 is the data
which do not comprise any sensitive information
and allow public access. Along with the security
level increases, to access the data becomes
more and more critical. For the data marked as
level 1, they are extremely sensitive and only
allow few people to access. Different users are
assigned to a predefined level. If the users
involved in the communication belong to the
same level, the communication is at the same
level. If the users involved in the communication
do not belong to the same level, the
communication will be happened at the lower
value level. When the communication level is
determined, different strength  encryption
algorithms are applied to the communication
using keys from 80 bits up to 192 bit or longer.
To provide security for online systems
(PCASSO), a scheme based implementation of
patient centered access has been proposed by
Masys et al. [5]. Initially, it aims to permit
patients and health care providers to access
health information, even the sensitive data.
Their access scheme combines role—based access
control, mandatory access control and
discretionary access control. The implementation
1s a patient—centered and centralized approach
that stores all the data on a single server.

II. Attack Description and Countermeasure

A. Masquerade Attack describtion

In general, a masquerade is a disguise. In
terms of communications security issues, a
masquerade is a type of attack where the

attacker pretends to be an authorized user of a
system in order to gain access to it or to gain
greater privileges than they are authorized for.
A masquerade may be attempted through the
use of stolen logon IDs and passwords, through
finding security gaps in programs, or through
bypassing the authentication mechanism. The
Fig.1 shows an overview of a hospital
environment within an attacker trying to access
the network by masquerade attacks. In generally,
the attempt may come from within the hospital,
for example, from a medical staff; or from an
outside user through some connection to the
public network. Weak authentication provides
one of the easiest points of entry for a
masquerade, since it makes it much easier for
an attacker to gain access. Once the attacker
has been authorized for entry, they may have
full access to the patient's critical data, and
(depending on the privilege level they pretend to
have) may be able to modify and delete patients
‘records from the data base, make changes to
network configuration and routing information.
Moreover, in any eHealthcare Wireless Sensor
Network, a masquerade node can apply easily
denial—of—service attacks, and can disrupt the
application operation. It can even defeat the
purpose of  wireless  healthcare. Thus,
masquerading nodes can be very dangerous for
healthcare applications. More important, if a
masquerade relay node captures the patient
physiological data, later, these captured messages
can pose replay threats to the real—time
healthcare application. Obviously, the patient
treatment depends on fresh received messages
from medical sensor networks. If masquerade
nodes replay the old messages again and again,
this  could cause of mistreatment and
overtreatment (7e., medicine overdose) of the
patients. Thus, masquerade and replay threats
endanger real—time healthcare applications using
wireless medical sensors.
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(t—1) The attacker try to steal passwords and
logons, by locating gaps in programs, or by
finding a way around the authentication process.
Here (t—1) stands for ‘“previousely” or
“earlier” befere active attack, the attack may
come from within hospital or outside.
(t—1, t, t+1) At any time (with a given
frequency) the sensors devices regularly
exchange message with data base where medical
staff can find them
(1-2) The medical staff are using their wireless
sensor for logging into the server or database
through gateway.
(3) The attacker gets the victim's account ID
and password for further privileges
authentication
(4-5) The attacker send a login request to the
netwotk using privileges of stolen ID and PW of
the victim user
(6—7) While the attacker has access to server ,
data bse, and all network, he can now
interact(pretending to be the legimate member
of the network) with either staff medical or
sensors’patients. Also, he can modify and
delete patients ‘records from the data base,
make changes to network configuration and
routing information.
B. Proposed countermeasure

The proposed countermeasure is protocol
based where a medical staff and all devices
perform a mutual authentication process before
accessing network and data. Before detailed
discussion of the proposed scheme, some
assumptions are made and are not supposed to
be violated before mutual authentication starts.

@® The medical staff with their daily wireless
devices has to register to the Network
Administration in order to distribute their IDs,
PWs and Nonce in insecure manner

@ Registration and verification phase between
user and wireless devices, Server and wireless
devises are supposed to be honest without
compromising each other. After registration
phase is done, all components can start the
mutual authentication process.

The Fig.2 describes the proposed
countermeasure that is based mutual
authentication before entering network and
enjoys data.
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Fig. 2. Proposed countermeasure protocol
based

The proposed method to counter the
masquerade attack is protocol based where user,
devices are mutual authentication before
exchanging message. Thus, the data and network
security are supported to be in security and if
anyone tries to breach the network sec, this
protocol will easily detect him. The following is
the description of the protocol:

Step—1: The user send the certificate
authentication request list to the wireless device
if the required list is verified, then go to next
step otherwise back to the center of the
network.

Step—2: The wireless device sends now the
request to the gateway for network accessibility.
If the verification is true, then the gateway
sends the message to the server to perform the
other tasks of authentication. If not gateway
returns back the message to device.

Step—3: While receiving the message from the
gateway, sever performs mutual authentication
by checking the content of the CertAuth and if
everything is alright then reply positively to
gateway or abort the process and send back the
message to gateway as well.

Step—4: Upon receiving the reply from server,
the gateway perform the mutual authentication
and check if it the legitimate server, if yes the
gateway send an acceptance certificate to device
in order to access both data and network, if not
gateway will reject the message from server and
will return back to him.

Step—5: When the device gets the acceptance
certificate message, it also performs the mutual
authentication by checking different secrets
parameters. If they match, then the session
starts with session key and time of the current
session. This is the end the countermeasure.
C. Security Analysis

In this section, we present the security
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analysis vis—a—vis at masquerade attack and a
comparison with recent secure communication
scheme with our proposed protocol is done for
the sufficient qualities

Masquerading user attack : The protocol is
against this attack in its concept. Suppose an
attacker steal the certificate, CertAuth=<Di, Ci>,
he will try to login to the network but t
cannot pass the stolen certificate because the
device system will check and will remark an
attempt to re—use the certificate, then measure
can be taken (i.e. unlock the device).
Masquerading gateway attack : Suppose that the
attacker bypass security device, now the
gateway will see that Td , and others IDs are
already used, then measure can be taken (i.e.
an alert can be generated to the server, and
track process can start to localize the user
device.

IV. CONCLUSION

This paper discussed the security concern and
countermeasure applied in healthcare applications
using medical sensor networks. It has been
shown that a masquerade attack can be
launched to the system and patients ‘data are
in danger. We proposed a countermeasure
against this kind of attack where a user and all
devices into the healthcare network are mutual
authenticated. Finally a performance analysis has
been done with regard to masquerade attack and
the result reveal the efficient and of the
countermeasure.
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