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ABSTRACT

Internet phone, communication cost and easy—to—use low—cost compared to the PSTN is a mobile phone of a
conventional, and use of the Internet phone is spreading. Construction as part of the broadband convergence
network(BCN), Internet service provider(KT, SKT, LG) has converted to Internet phone telephone network to all
government agencies. In addition, members of the public also have an Internet phone service that you are using. In this
paper, we analyze the hacking attack on IP—PBX in the IETF SIP—based that are used in Internet telephony, to the study.
The test bed is constructed in the same way as the Internet telephone system to perform studies carried hacking attacks
on IP—PBX, analyze the results and to extract evidence forensics. When used in crime by hacking the Internet telephone,
we propose a method which can be used as evidence in forensic having legal effect.
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2.1 IP-PBX

IP—PBX(Internet Protocol—Private Automatic
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#9939 245 RTP(Real Time Protocol) & 243}
A Aok A)23-& SIP(Session Initiation Protocol),
H.323, MGCP(Media Gateway Control Protocol),
SCCP(Signalling Connection Control Part) 5¢] t}
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Destnton Froocol Lengh o
SSH i
66 ssh > 43857 [ACK] Seq‘ AcksS3 Wine62 Len=0 TS
3 20111013 . T615% 210,100 4 18 19026 01 & SSH 118 Encrypted response packet Tens52
42001-10-13 08456 190, 1640 Ho.1004.48 SSH 150 Encrypted request packet Ten=j4
10,1014 1 1902601 & ¢ 66 ssh > 43857 [ACK] SeqeS3 Acke137 ine62 Lensd
10.1004.40 1901600 SSH 150 Encrypted response packet Ten=34
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