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ABSTRACT

Wireless network environment is spreading due to the increase of using mobile devices, causing wireless
network abuse. Network security and intrusion detection have been paid attention to wireless as well as wired
existing and studied actively Snort-based intrusion detection system (Intrusion Detection System) is a proven
open source system which is widely used for the detection of malicious activity in the existing wired network.

Snort Wireless has been developed in order to enable the
In this paper, Snort Wireless Rule is analyzed. Based
direction of future research.

802.11 wireless detection feature.
on the results of the analysis, present the traveling
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3.1 Snort Wireless Rule #2
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alert wifi any -> any (nsg: ‘Nangement Frame"; type:TYPE HANAGENENT; )
alert wifi any -> any (nsg:"Control Frame"; type:TYPE CONTROL; )
alert wifl any -> any (nsq:'Data Frane"; type:TYPE DATA;)
2 1. Snort Wireless Rule
Rule T4 w42 <action> Wi-Fi <mac>

direction> <mac> (Krule options» 2.2 o} Ut}
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# Single MAC Address
O0:DE:AD:BE:-EF -00

# MAC Address List

[O0:-DE:AD:BE:EF:-00, 0O0:DE:aD:-CO:-DE:0O,
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frame_control, type, stype, more_frags, from_ds,
to_ds, retry, pwr_mgmt, more_data, wep, order,
duration_id, bssid, seqnum, fragnum, addr4, ssid
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