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ABSTRACT

For in recently years, global cellular network service is changing rapidly to 4G. However, the
fast introducing of 4G has been going with not enough research about security threat, it could
be many kind of vulnerability. Therefore the research about security threat on 4G network is
ongoing in external countries, but not sufficient in domestic. particularly in domestic situation of
rapidly increased subscribers, The security threats which are hindering stability and usability
could make a fatal effect on many users. 4G network should be considered about the feature of
mobile network to protect 4G network stable. Mobile network has limited radio resources, it
releases the radio resource which is not used in selected time and reallocate when detected the
data transmission. Many signaling messages are transferred in the network entities to allocate or
release the radio resource. In this paper, it will be introduced the technology to detect signaling
DoS traffic hindering the stability and usability of network entities managing the radio resources
by huge signaling message from the repetitive wireless connection/release message.
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